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1 12 CFR part 30, appendix B, supplement A. 

persons providing insurance, 
investment companies, and investment 
advisers) relating to administrative, 
technical, and physical safeguards: (1) 
to insure the security and 
confidentiality of customer records and 
information; (2) to protect against any 
anticipated threats or hazards to the 
security or integrity of such records; and 
(3) to protect against unauthorized 
access to, or use of, such records or 
information that could result in 
substantial harm or inconvenience to 
any customer. 

The Interagency Guidelines 
Establishing Information Security 
Standards, 12 CFR part 30, appendix B 
(Security Guidelines), which implement 
section 501(b), require each entity 
supervised by the OCC (supervised 
institution) to consider and adopt a 
response program, as appropriate, that 
specifies actions to be taken when the 
supervised institution suspects or 
detects that unauthorized individuals 
have gained access to customer 
information systems. 

The Interagency Guidance on 
Response Programs for Unauthorized 
Access to Customer Information and 
Customer Notice (Breach Notice 
Guidance),1 which interprets the 
Security Guidelines, states that, at a 
minimum, a supervised institution’s 
response program should contain 
procedures for: 

(1) Assessing the nature and scope of 
an incident and identifying what 
customer information systems and types 
of customer information have been 
accessed or misused; 

(2) Notifying its primary Federal 
regulator as soon as possible when the 
supervised institution becomes aware of 
an incident involving unauthorized 
access to, or use of, sensitive customer 
information; 

(3) Notifying appropriate law 
enforcement authorities, in addition to 
filing a timely Suspicious Activity 
Report in situations involving Federal 
criminal violations requiring immediate 
attention, such as when a reportable 
violation is ongoing, consistent with the 
OCC’s Suspicious Activity Report 
regulations; 

(4) Taking appropriate steps to 
contain and control the incident in an 
effort to prevent further unauthorized 
access to, or use of, customer 
information, for example, by 
monitoring, freezing, or closing affected 
accounts, while preserving records and 
other evidence; and 

(5) Notifying customers when 
warranted. 

The Breach Notice Guidance states 
that, when a financial institution 
becomes aware of an incident of 
unauthorized access to sensitive 
customer information, the institution 
should conduct a reasonable 
investigation to promptly determine the 
likelihood that the information has been 
or will be misused. If the institution 
determines that the misuse of its 
information about a customer has 
occurred or is reasonably possible, it 
should notify the affected customer as 
soon as possible. 

Estimated Burden: 

Estimated Frequency of Response: On 
occasion. 

Estimated Number of Respondents: 
30. 

Estimated Total Annual Burden: 
1,080 hours. 

Comments submitted in response to 
this notice will be summarized and 
included in the request for OMB 
approval. All comments will become a 
matter of public record. Comments are 
invited on: 

(a) Whether the collection of 
information is necessary for the proper 
performance of the functions of the 
OCC, including whether the information 
has practical utility; 

(b) The accuracy of the OCC’s 
estimate of the burden of the collection 
of information; 

(c) Ways to enhance the quality, 
utility, and clarity of the information to 
be collected; 

(d) Ways to minimize the burden of 
the collection on respondents, including 
through the use of automated collection 
techniques or other forms of information 
technology; and 

(e) Estimates of capital or start-up 
costs and costs of operation, 

maintenance, and purchase of services 
to provide information. 

Patrick T. Tierney, 
Assistant Director, Office of the Comptroller 
of the Currency. 
[FR Doc. 2025–09963 Filed 6–2–25; 8:45 am] 
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DEPARTMENT OF THE TREASURY 

Office of Foreign Assets Control 

Notice of OFAC Sanctions Action 

AGENCY: Office of Foreign Assets 
Control, Treasury. 
ACTION: Notice. 

SUMMARY: The U.S. Department of the 
Treasury’s Office of Foreign Assets 
Control (OFAC) is publishing the names 
of one or more persons that have been 
placed on OFAC’s Specially Designated 
Nationals and Blocked Persons List 
(SDN List) based on OFAC’s 
determination that one or more 
applicable legal criteria were satisfied. 
All property and interests in property 
subject to U.S. jurisdiction of these 
persons are blocked, and U.S. persons 
are generally prohibited from engaging 
in transactions with them. 
DATES: This action was issued on May 
29, 2025. See SUPPLEMENTARY 
INFORMATION for relevant dates. 
FOR FURTHER INFORMATION CONTACT: 
OFAC: Associate Director for Global 
Targeting, 202–622–2420; Assistant 
Director for Sanctions Compliance, 202– 
622–2490; or https://ofac.treasury.gov/ 
contact-ofac. 
SUPPLEMENTARY INFORMATION: 

Electronic Availability 

The SDN List and additional 
information concerning OFAC sanctions 
programs are available on OFAC’s 
website: https://ofac.treasury.gov. 

Notice of OFAC Action 

On May 29, 2025, OFAC determined 
that the property and interests in 
property subject to U.S. jurisdiction of 
the following persons are blocked under 
the relevant sanctions authority listed 
below. 
BILLING CODE 4810–AL–P 

VerDate Sep<11>2014 16:26 Jun 02, 2025 Jkt 265001 PO 00000 Frm 00095 Fmt 4703 Sfmt 4703 E:\FR\FM\03JNN1.SGM 03JNN1kh
am

m
on

d 
on

 D
S

K
9W

7S
14

4P
R

O
D

 w
ith

 N
O

T
IC

E
S

https://ofac.treasury.gov/contact-ofac
https://ofac.treasury.gov/contact-ofac
https://ofac.treasury.gov


23608 Federal Register / Vol. 90, No. 105 / Tuesday, June 3, 2025 / Notices 

Lisa M. Palluconi, 
Acting Director, Office of Foreign Assets 
Control. 
[FR Doc. 2025–10055 Filed 6–2–25; 8:45 am] 

BILLING CODE 4810–AL–C 

VerDate Sep<11>2014 16:26 Jun 02, 2025 Jkt 265001 PO 00000 Frm 00096 Fmt 4703 Sfmt 9990 E:\FR\FM\03JNN1.SGM 03JNN1 E
N

03
JN

25
.0

00
<

/G
P

H
>

kh
am

m
on

d 
on

 D
S

K
9W

7S
14

4P
R

O
D

 w
ith

 N
O

T
IC

E
S


		Superintendent of Documents
	2025-06-03T00:16:28-0400
	Government Publishing Office, Washington, DC 20401
	U.S. Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




