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Title: Manufacturing Extension
Partnership Management Information
Reporting.

OMB Control Number 0693—0032.

Form Number(s): None.

Type of Request: Regular, revision of
a current information collection.

Number of Respondents: 51.

Average Hours per Response: 22
Hours for Quarterly Review, 6 Hours for
Semi-Annual Review, 30 hours for the
Annual Review; 80 hours for Panel
Review.

Burden Hours: 6,120 hours for
quarterly, semi-annual, and annual
Review; and 1,360 hours for Panel
Review.

Needs and Uses: NIST MEP offers
technical and business solutions to
small- and medium-sized manufacturers
to improve their productivity, improve
profitability, and enhance their
economic competitiveness. This is a
major program which links all 50 states
and Puerto Rico and the manufacturers
through more than 350 affiliated MEP
Centers and Field Offices. NIST MEP
has many legislative and contractual
requirements for collecting data and
information from the MEP Centers. This
information is used for the following
purposes: (1) Program Accountability,
(2) Reports to Stakeholders, (3)
Continuous Improvement; and (4)
Identification of Distinctive Practices.

Affected Public: Private sector.

Frequency: Quarterly, Semi-Annually,
and Annually.

Respondent’s Obligation: Required to
obtain benefits.

This information collection request
may be viewed at www.reginfo.gov.
Follow the instructions to view the
Department of Commerce collections
currently under review by OMB.

Written comments and
recommendations for the proposed
information collection should be
submitted within 30 days of the
publication of this notice on the
following website www.reginfo.gov/
public/do/PRAMain. Find this
particular information collection by
selecting ““Currently under 30-day
Review—Open for Public Comments” or
by using the search function and
entering either the title of the collection
or the OMB Control Number 0693—0032.

Sheleen Dumas,

Department PRA Clearance Officer, Office of
the Chief Information Officer, Commerce
Department.

[FR Doc. 2021-23277 Filed 10-25-21; 8:45 am]
BILLING CODE 3510-13-P

DEPARTMENT OF COMMERCE

National Institute of Standards and
Technology

Open Meeting of the Information
Security and Privacy Advisory Board

AGENCY: National Institute of Standards
and Technology, Department of
Commerce.

ACTION: Notice of open meeting.

SUMMARY: The Information Security and
Privacy Advisory Board (ISPAB) will
meet Wednesday, December 8, 2021 and
Thursday, December 9, 2021 from 10:00
a.m. until 4:30 p.m., Eastern Time. All
sessions will be open to the public.

DATES: The meeting will be held on
Wednesday, December 8, 2021 and
Thursday, December 9, 2021 from 10:00
a.m. until 4:30 p.m., Eastern Time.

ADDRESSES: The meeting will be a
virtual meeting via webinar. Please note
admittance instructions under the
SUPPLEMENTARY INFORMATION section of
this notice.

FOR FURTHER INFORMATION CONTACT: Jeff
Brewer, Information Technology
Laboratory, National Institute of
Standards and Technology, Telephone:
(301) 975-2489, Email address:
jeffrey.brewer@nist.gov.

SUPPLEMENTARY INFORMATION: Pursuant
to the Federal Advisory Committee Act,
as amended, 5 U.S.C. app., notice is
hereby given that the ISPAB will hold
an open meeting Wednesday, December
8, 2021 and Thursday, December 9,
2021 from 10:00 a.m. until 4:30 p.m.,
Eastern Time. All sessions will be open
to the public. The ISPAB is authorized
by 15 U.S.C. 278g—4, as amended, and
advises the National Institute of
Standards and Technology (NIST), the
Secretary of Homeland Security, and the
Director of the Office of Management
and Budget (OMB) on information
security and privacy issues pertaining to
Federal government information
systems, including through review of
proposed standards and guidelines
developed by NIST. Details regarding
the ISPAB’s activities are available at
https://csrc.nist.gov/projects/ispab.

The agenda is expected to include the
following items:

—Briefing from NIST on recent activities
from the Information Technology
Laboratory,

—Board Discussion on Executive Order
14028, Improving the Nation’s
Cybersecurity (May 12, 2021) deliverables
and impacts to date,

—Discussion on Agency Responsibilities for
Cybersecurity Risk Management,

—Presentation from NIST on Cybersecurity
Metrics and Measurements,

—Briefing from NIST on the Post Quantum
Program,

—Briefing from the Office of Management
and Budget on recent cybersecurity
policies,

—Public Comments.

Note that agenda items may change
without notice. The final agenda will be
posted on the ISPAB event page at:
https://csrc.nist.gov/Events/2021/ispab-
december-2021-meeting.

Public Participation: Written
questions or comments from the public
are invited and may be submitted
electronically by email to Jeff Brewer at
the contact information indicated in the
FOR FURTHER INFORMATION CONTACT
section of this notice by 5 p.m. on
Tuesday, December 7, 2021.

The ISPAB agenda will include a
period, not to exceed thirty minutes, for
submitted questions or comments from
the public between 3:30 p.m. and 4:00
p-m. on Wednesday, December 08, 2021.
Submitted questions or comments from
the public will be selected on a first-
come, first-served basis and limited to
five minutes per person.

Members of the public who wish to
expand upon their submitted
statements, those who had wished to
submit a question or comment but could
not be accommodated on the agenda,
and those who were unable to attend the
meeting via webinar are invited to
submit written statements. In addition,
written statements are invited and may
be submitted to the ISPAB at any time.
All written statements should be
directed to the ISPAB Secretariat,
Information Technology Laboratory by
email to: jeffrey.brewer@nist.gov.

Admittance Instructions: All
participants will be attending via
webinar and must register on ISPAB’s
event page at: https://csrc.nist.gov/
Events/2021/ispab-december-2021-
meeting by 5 p.m. Eastern Time,
Tuesday, December 7, 2021.

Alicia Chambers,
NIST Executive Secretariat.

[FR Doc. 2021-23326 Filed 10-25-21; 8:45 am]
BILLING CODE 3510-13-P

DEPARTMENT OF COMMERCE

National Institute of Standards and
Technology

[Docket No.: 210921-0192]

National Cybersecurity Center of
Excellence (NCCoE) Trusted Internet of
Things (loT) Device Network-Layer
Onboarding and Lifecycle Management

AGENCY: National Institute of Standards
and Technology, Department of
Commerce.
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ACTION: Notice.

SUMMARY: The National Institute of
Standards and Technology (NIST)
invites organizations to provide letters
of interest describing products and
technical expertise to support and
demonstrate security platforms for the
Trusted Internet of Things (IoT) Device
Network-Layer Onboarding and
Lifecycle Management project. This
notice is the initial step for the National
Cybersecurity Center of Excellence
(NCCoE) in collaborating with
technology companies to address
cybersecurity challenges identified
under the Trusted Internet of Things
(IoT) Device Network-Layer Onboarding
and Lifecycle Management project.
Participation in the project is open to all
interested organizations.
DATES: Collaborative activities will
commence as soon as enough completed
and signed letters of interest have been
returned to address all the necessary
components and capabilities, but no
earlier than November 26, 2021.
ADDRESSES: The NCCoE is located at
9700 Great Seneca Highway, Rockville,
MD 20850. Letters of interest must be
submitted to iot-onboarding@nist.gov or
via hardcopy to National Institute of
Standards and Technology, NCCoE;
9700 Great Seneca Highway, Rockville,
MD 20850. Interested parties can access
the letter of interest template by visiting
https://www.nccoe.nist.gov/projects/
building-blocks/iot-network-layer-
onboarding and completing the letter of
interest webform. NIST will announce
the completion of the selection of
participants and inform the public that
it will no longer accept letters of interest
for this project at https://
www.nccoe.nist.gov/projects/building-
blocks/iot-network-layer-onboarding.
Organizations whose letters of interest
are accepted will be asked to sign a
consortium Cooperative Research and
Development Agreement (CRADA) with
NIST; a template CRADA can be found
at: https://nccoe.nist.gov/library/nccoe-
consortium-crada-example.
FOR FURTHER INFORMATION CONTACT: Paul
Watrobski via email to iot-onboarding@
nist.gov; by mail to National Institute of
Standards and Technology, NCCoE;
9700 Great Seneca Highway, Rockville,
MBD 20850. Additional details about the
Trusted Internet of Things (IoT) Device
Network-Layer Onboarding and
Lifecycle Management project are
available at https://www.nccoe.nist.gov/
projects/building-blocks/iot-network-
layer-onboarding.
SUPPLEMENTARY INFORMATION:
Background: The NCCoE, part of
NIST, is a public-private collaboration

for accelerating the widespread
adoption of integrated cybersecurity
tools and technologies. The NCCoE
brings together experts from industry,
government, and academia under one
roof to develop practical, interoperable
cybersecurity approaches that address
the real-world needs of complex
Information Technology (IT) systems.
By accelerating dissemination and use
of these integrated tools and
technologies for protecting IT assets, the
NCCoE will enhance trust in U.S. IT
communications, data, and storage
systems; reduce risk for companies and
individuals using IT systems; and
encourage development of innovative,
job-creating cybersecurity products and
services.

Process: NIST is soliciting responses
from all sources of relevant security
capabilities (see below) to enter into a
Cooperative Research and Development
Agreement (CRADA) to provide
products and technical expertise to
support and demonstrate security
platforms for the Trusted Internet of
Things (IoT) Device Network-Layer
Onboarding and Lifecycle Management
project. The full project can be viewed
at: https://www.nccoe.nist.gov/projects/
building-blocks/iot-network-layer-
onboarding. Interested parties can
access the template for a letter of
interest by visiting the project website at
https://www.nccoe.nist.gov/projects/
building-blocks/iot-network-layer-
onboarding and completing the letter of
interest webform. On completion of the
webform, interested parties will receive
access to the letter of interest template,
which the party must complete, certify
as accurate, and submit to NIST by
email or hardcopy. NIST will contact
interested parties if there are questions
regarding the responsiveness of the
letters of interest to the project objective
or requirements identified below. NIST
will select participants who have
submitted complete letters of interest on
a first come, first served basis within
each category of product components or
capabilities listed below up to the
number of participants in each category
necessary to carry out this project.
When the project has been completed,
NIST will post a notice on the Trusted
Internet of Things (IoT) Device Network-
Layer Onboarding and Lifecycle
Management project website at https://
www.nccoe.nist.gov/projects/building-
blocks/iot-network-layer-onboarding
announcing the completion of the
project and informing the public that it
will no longer accept letters of interest
for this project. Completed letters of
interest should be submitted to NIST
and will be accepted on a first come,

first served basis. There may be
continuing opportunity to participate
even after initial activity commences for
participants who were not selected
initially or have submitted the letter
interest after the selection process.
Selected participants will be required to
enter into a consortium CRADA with
NIST (for reference, see ADDRESSES
section above).

Project Objective: The NCCoE will
build a trusted network-layer
onboarding solution example using
commercially available technology that
will address a set of cybersecurity
challenges aligned to the NIST
Cybersecurity Framework and Risk
Management Framework. The project’s
objective is to define recommended
practices for performing trusted
network-layer onboarding, which will
aid in the implementation and use of
trusted onboarding solutions for IoT
devices at scale. This project seeks to
define and demonstrate onboarding
solutions that can be broadly adopted
for use by many industry sectors. The
proposed proof-of-concept solution(s)
will integrate commercial and open
source products that leverage
cybersecurity standards and
recommended practices to demonstrate
the use case scenarios detailed in the
Trusted Internet of Things (IoT) Device
Network-Layer Onboarding and
Lifecycle Management: Enhancing
Internet Protocol-Based IoT Device and
Network Security available at: https://
www.nccoe.nist.gov/projects/building-
blocks/iot-network-layer-onboarding.
This project will result in a publicly
available NIST Cybersecurity Practice
Guide as a Special Publication 1800
series, a detailed implementation guide
describing the onboarding security
requirements and practical steps needed
to implement a cybersecurity reference
implementation.

Requirements for Letters of Interest:
Each responding organization’s letter of
interest should identify which security
platform component(s) or capability(ies)
it is offering. Letters of interest should
not include company proprietary
information, and all components and
capabilities must be commercially
available. Components are listed in
section 3 of the Trusted Internet of
Things (IoT) Device Network-Layer
Onboarding and Lifecycle Management:
Enhancing Internet Protocol-Based IoT
Device and Network Security project
description at https://
www.nccoe.nist.gov/projects/building-
blocks/iot-network-layer-onboarding
and include, but are not limited to:

Core Components:

e JoT devices: Each device must be
able to participate in trusted network-
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layer onboarding and to securely store
private keys, credentials, and other
information. Each device may have
other capabilities that enable its use
with additional solution components,
such as the examples listed below.

e Network onboarding component:
The network onboarding component is
a logical component on the network that
runs the network-layer onboarding
protocol. It is authorized to interact with
IoT devices on behalf of the network
and use the network layer onboarding
protocol to onboard devices to the
network.

e Authorization service: The
authorization service must be able to
determine which IoT devices are
authorized to be onboarded to the
network and maintain a record of
onboarded devices.

e Supply chain integration service:
The supply chain integration service
receives information about devices that
the organization has purchased and
provides this information to the
authorization service to help the
authorization service determine which
devices are authorized to be onboarded
to the network.

e Access point, router or switch: The
access point, router, or switch must be
able to route all traffic exchanged
between the IoT devices and the rest of
the network.

Additional Functional Components:
¢ Device intent management: This
could include device intent managers,
information servers, and components

applying device intent policy.

e Attestation service: An attestation
service could receive attestation tokens
from IoT devices, evaluate them, and
generate results that it returns to the
network onboarding component to
enable that component to decide
whether or not the devices are
trustworthy enough to be onboarded.
The attestation service could also
receive attestation tokens from IoT
devices and any other connected
components on an ongoing basis to help
determine their continued
trustworthiness.

e Controller, application server or
cloud service: This remote service could
securely download one or more
applications to the device during
application-layer onboarding.

e Lifecycle management service: This
service could perform ongoing,
automated lifecycle management of the
device, such as applying firmware,
software, and configuration updates to
manage the overall security posture of
the device throughout its lifecycle.

e Asset management: This service
could integrate with the onboarding
system to enable cross-checking the list

of devices that have been securely
onboarded with the inventory of
connected devices. It could also monitor
the software and configuration of
onboarded IoT devices for known
vulnerabilities.

Devices and Network Infrastructure
Components:

o Device endpoints: Assets include
the devices/endpoints, such as laptops,
tablets, and other mobile or IoT devices,
that connect to the enterprise.

e Enterprise resources: Enterprise
resources include data and compute
resources as well as applications/
services hosted and managed on
premise, in the cloud, at the edge, or
some combination of these.

e Network infrastructure: Network
infrastructure components encompass
network resources a medium or large
enterprise might typically deploy in its
environment. It is assumed that the IoT
device network layer onboarding core
and functional components and devices
are connected via, or integrated into, the
network infrastructure. The NCCoE will
provide these components as part of its
internal lab infrastructure.

Each responding organization’s letter
of interest should identify how their
products help address one or more of
the following desired security
characteristics and properties in section
3 of the Trusted Internet of Things (IoT)
Device Network-Layer Onboarding and
Lifecycle Management: Enhancing
Internet Protocol-Based IoT Device and
Network Security project description at
https://www.nccoe.nist.gov/projects/
building-blocks/iot-network-layer-
onboarding:

e There is ongoing enforcement of
device intent-based communication
constraints and network segmentation.

o There is ongoing automated device
lifecycle management that keeps the
device updated and patched.

e There is ongoing mutual attestation
of the device and its lifecycle
management service.

o There is ongoing device software
and configuration monitoring that
includes cross-checking of onboarded
devices with discovered devices.

¢ Each device executes its defined
application.

¢ Each device connects to the
network securely.

o If device intent is supported, the
traffic filters that were specified by the
device intent information are enforced
to ensure that communications to and
from the device are restricted to only
those that are required. Local network
policy can also be applied in addition
to the device intent-specified policy.

e The device can be assigned to a
particular network segment, for example

based on level of trust, device type, or
attestation token evaluation. The device
can be dynamically reassigned to
another segment, such as quarantining
the device if its trustworthiness comes
into question.

e The device’s firmware, software,
and configuration are updated and
patched as needed to address
vulnerabilities.

e The device and its trusted lifecycle
management service perform ongoing
mutual attestation to ensure each other’s
trustworthiness.

o If the trusted network-layer
onboarding solution and the
organization’s asset management system
are integrated, the asset management
system can periodically cross-check its
discovered devices with the onboarded
IoT devices to ensure there are no
discrepancies. The asset management
system can also monitor the devices’
software and configurations to identify
known vulnerabilities.

In their letters of interest, responding
organizations need to acknowledge the
importance of and commit to provide:

1. Access for all participants’ project
teams to component interfaces and the
organization’s experts necessary to make
functional connections among security
platform components.

2. Support for development and
demonstration of the Trusted Internet of
Things (IoT) Device Network-Layer
Onboarding and Lifecycle Management
project, which will be conducted in a
manner consistent with the following
standards and guidance: FIPS 200, SP
800-37, SP 800-53, SP 80063, SP
1800-15, and NISTIR 8259A.

3. Additional details about the
Trusted Internet of Things (IoT) Device
Network-Layer Onboarding and
Lifecycle Management project are
available at https://www.nccoe.nist.gov/
projects/building-blocks/iot-network-
layer-onboarding.

NIST cannot guarantee that all of the
products proposed by respondents will
be used in the demonstration. Each
prospective participant will be expected
to work collaboratively with NIST staff
and other project participants under the
terms of the consortium CRADA in the
development of the Trusted Internet of
Things (IoT) Device Network-Layer
Onboarding and Lifecycle Management
project. Prospective participants’
contribution to the collaborative effort
will include assistance in establishing
the necessary interface functionality,
connection and set-up capabilities and
procedures, demonstration harnesses,
environmental and safety conditions for
use, integrated platform user
instructions, and demonstration plans
and scripts necessary to demonstrate the
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desired capabilities. Each participant
will train NIST personnel, as necessary,
to operate its product in capability
demonstrations. Following successful
demonstrations, NIST will publish a
description of the security platform and
its performance characteristics sufficient
to permit other organizations to develop
and deploy security platforms that meet
the security objectives of the Trusted
Internet of Things (IoT) Device Network-
Layer Onboarding and Lifecycle
Management project. These descriptions
will be public information.

Under the terms of the consortium
CRADA, NIST will support
development of interfaces among
participants’ products by providing IT
infrastructure, laboratory facilities,
office facilities, collaboration facilities,
and staff support to component
composition, security platform
documentation, and demonstration
activities.

The dates of the demonstration of the
Trusted Internet of Things (IoT) Device
Network-Layer Onboarding and
Lifecycle Management project capability
will be announced on the NCCoE
website at least two weeks in advance
at https://nccoe.nist.gov/. The expected
outcome will demonstrate how the
components of the Trusted Internet of
Things (IoT) Device Network-Layer
Onboarding and Lifecycle Management
project architecture can provide security
capabilities to mitigate onboarding
identified risks. Participating
organizations will gain from the
knowledge that their products are
interoperable with other participants’
offerings.

For additional information on the
NCCoE governance, business processes,
and NCCoE operational structure, visit
the NCCoE website https://
nccoe.nist.gov/.

Alicia Chambers,

NIST Executive Secretariat.

[FR Doc. 2021-23293 Filed 10-25-21; 8:45 am]
BILLING CODE 3510-13-P

DEPARTMENT OF COMMERCE

National Oceanic and Atmospheric
Administration

Agency Information Collection
Activities; Submission to the Office of
Management and Budget (OMB) for
Review and Approval; Comment
Request; External Needs Assessment
for NOAA Education Products and
Programs

The Department of Commerce will
submit the following information
collection request to the Office of

Management and Budget (OMB) for
review and clearance in accordance
with the Paperwork Reduction Act of
1995, on or after the date of publication
of this notice. We invite the general
public and other Federal agencies to
comment on proposed, and continuing
information collections, which helps us
assess the impact of our information
collection requirements and minimize
the public’s reporting burden. Public
comments were previously requested
via the Federal Register on July 23,
2021, during a 60-day comment period.
This notice allows for an additional 30
days for public comments.

Agency: National Oceanic &
Atmospheric Administration (NOAA),
Commerce.

Title: External Needs Assessment for
NOAA Education Products and
Programs.

OMB Control Number: 0648—0784.

Form Number(s): None.

Type of Request: Regular submission
[revision and extension of currently
approved collection].

Number of Respondents: 1,200
annually.

Average Hours per Response: Five
minutes per survey.

Total Annual Burden Hours: 100.

Needs and Uses: This is a request for
revision and extension of a currently
approved information collection. The
National Ocean Service (NOS) on behalf
of the NOAA’s Education Council is
revising and extending a voluntary
multi-question survey used to assess the
needs of educators pertaining to the
development of future NOAA
multimedia products and programs. In
developing multimedia materials that
convey NOAA science, service, and
stewardship, the Agency must ensure
that these resources are of the highest
quality and meet the needs of formal
and informal educators across the
United States. To achieve this goal, it is
necessary to conduct surveys
identifying the types of educational
programs and products that are of the
highest interest and greatest need by
formal and informal educators. By
surveying external educators to gather
this information, budget expenditures
will be used optimally to develop
appropriate products and programs
most desired by educators to support
and enhance Ocean and Earth science,
in addition to other related STEM
education subjects throughout our
nation. NOAA will use the data to plan,
design, and create multimedia products
and programs.

The proposed revisions would expand
the level of detail in the currently
approved information collection. As a
result of the Covid—19 pandemic,

learning and teaching have changed.
The proposed revisions would expound
upon previously collected data, giving a
better indication of educators’ needs
regarding multimedia products and
programs in their teaching as well as the
educator’s professional development.

Affected Public: Formal and Informal
Educators.

Frequency: Once annually.

Respondent’s Obligation: Voluntary.

Legal Authority: The America
COMPETES Act, 33 U.S.C. 893—-893B,
which directs NOAA to conduct,
develop, support, promote, and
coordinate formal and informal
educational activities at all levels to
enhance public awareness and
understanding of ocean, coastal, Great
Lakes, and atmospheric science.

This information collection request
may be viewed at www.reginfo.gov.
Follow the instructions to view the
Department of Commerce collections
currently under review by OMB.

Written comments and
recommendations for the proposed
information collection should be
submitted within 30 days of the
publication of this notice on the
following website www.reginfo.gov/
public/do/PRAMain. Find this
particular information collection by
selecting ““Currently under 30-day
Review—Open for Public Comments” or
by using the search function and
entering either the title of the collection
or the OMB Control Number 0648—0784.

Sheleen Dumas,

Department PRA Clearance Officer, Office of
the Chief Information Officer, Commerce
Department.

[FR Doc. 2021-23279 Filed 10-25-21; 8:45 am]
BILLING CODE 3510-JE-P

CONSUMER PRODUCT SAFETY
COMMISSION

[Docket No. CPSC-2018-0005]

Agency Information Collection
Activities; Submission for OMB
Review; Comment Request; Survey on
Smoke and Carbon Monoxide Alarms

AGENCY: Consumer Product Safety
Commission.

ACTION: Notice.

SUMMARY: As required by the Paperwork
Reduction Act of 1995, the Consumer
Product Safety Commission (CPSC or
Comimission) announces that the
Commission has submitted to the Office
of Management and Budget (OMB), a
request for extension of approval for an
information collection on a survey that
will estimate the use of smoke and


http://www.reginfo.gov/public/do/PRAMain
http://www.reginfo.gov/public/do/PRAMain
https://nccoe.nist.gov/
https://nccoe.nist.gov/
https://nccoe.nist.gov/
http://www.reginfo.gov

		Superintendent of Documents
	2023-04-27T06:48:20-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




