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purposes of publication in the Federal
Register.

Trenesha Fultz-Mimms,

Federal Register Liaison, Centers for Medicare
& Medicaid Services.

[FR Doc. 2024—09426 Filed 4-30-24; 8:45 am|
BILLING CODE 4120-01-P

Technology, Department of Health and
Human Services.

ACTION: Notice.

DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Office of the Secretary

Notice of Publication of Common
Agreement for Nationwide Health
Information Interoperability (Common
Agreement) Version 2.0

AGENCY: Office of the National
Coordinator for Health Information

SUMMARY: This notice fulfills an
obligation under the Public Health
Service Act (PHSA) that requires the
National Coordinator for Health
Information Technology to publish on
the Office of the National Coordinator
for Health Information Technology’s
public internet website, and in the
Federal Register, the trusted exchange
framework and common agreement
developed under the PHSA. This notice
is for publishing an updated version of
the Common Agreement (Version 2.0).

FOR FURTHER INFORMATION CONTACT:
Mark Knee, Office of the National

Coordinator for Health Information
Technology, 202-664—2058.

SUPPLEMENTARY INFORMATION: This
notice fulfills the obligation under
section 3001(c)(9)(C) of the Public
Health Service Act (PHSA) (42 U.S.C.
300jj—11(c)(9)(C)) to publish the trusted
exchange framework and common
agreement, developed under section
3001(c)(9)(B) of the PHSA (42 U.S.C.
300jj—11(c)(9)(B)), in the Federal
Register. This publication consists of
the following document:

BILLING CODE 4150-45-P

Common Agreement for Nationwide Health Information Interoperability (Common

Agreement) Version 2.0
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COMMON AGREEMENT FOR
MNATIONWIDE HEALTH INFORMATION INTEROPERABILITY

Version 2.0

April 2024

This dorument was published by the U5 Deparonent of Health and Human Services, Dffice of the Mational
Coordinator for Health information Technology and was produced 3t U 5. taxpayer expense. This document msets
this requirement in section 3003{c){9}Ch of the Public Health Service act for the National Coordinatos for Health
information Technology to publidh on the Office of the National Coordinator for Health information Technolozy's
public internet website, and inthe Federal Register, the common agresment {42 LLS.C. 30013 ici{@)Cl..
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The Common Agresment
for Hationwide Health information Interoperability

This Commion Agreensent For Nationwide Health Information Interoperability (the
“Common Agreement”) is entered into a5 of the CA Fffective Date, by and between The Sequoia
Project, Inc., a Virginia non-stock corporation, acting as the current Recognized Coordinating
Entity® as defined below [the "RCE™ ) and A
{"Signatory”). BCE and Signatory may also be referred

1o herein individually as & "Farty” or collectively as the “Parties.”

RECITALS

WHEREAS, Section 4003 of the 21st Century Cures Act directed the LS. Department of
Heaith and Human Services ["HHS") Nationa! Coordinator for Health Information Technology to,
*in collabioration with the National Instinste of Standards and Technology and other relevant
agencies within the Department of Health and Human Services, for the purpose of ensuring full
network-to-network exchange of health information, convene public-private and public-public
partnerships to build consensus and develop or support a trusted exchange framewark,
indluding a common agreement among health information networks nationally” €me “T rusted
Burhange Framework and Commaon Sgreement™™ or TEF&&‘*"},

WHEREAS, this Cmmﬂnﬁ,gﬁmﬁmem {including the documents incorporated herein by
reference] is the common agreement developed pursuant to Section 4003 of the 1% Century
Cures Act;

; WHEREAS, The Sequois Project has been selected by the Office of the National
Coordinator for Health Information Technology {"ONC") to serve a5 the BCE for purposes of
implementing, masintaining, and updating this Comman Agresment, including the Gualified
Health Information Network™ s"&ﬁmm";; Technical Framework, as well 85 managing the
activities associated with the ﬂﬁi&gnamm of interested health mfamatmﬂ netwarks f”’Hmﬁ“} as
{JHINs {35 defined and set forth in'this Comman Agreement);

o ‘WHER‘EAS@ Signatory wishes to be Designated aza QHQN and has completed the
application and testing process toward such Designation;

WHEREAS Signatory must, amﬁﬁg other conditions set forth in this Common
Agresment, agree to be bound by the terms of this Common Agreement before Signatary may
be designated as 3 OHIN and, upon signing this Common Agreement, Signatory agrees to be so
bound as 2 Signatory and as 3 QHIN, if so Desienated, 85 the case may be:
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MNOW, THEREFORE, in considergtion of the mutual promises set forth herein and other
good and valuable consideration, the receipt and sufficiency of which is hereby acknowledged,
the Parties, intending to be legally bound, mutually agree as set forth below.

AGREEMENT
1. ‘Definitions and Relevant Terminology,

14 Defined Terms. Capitalized terms used inthis Common Agreement shall have the
meaning set forth below. Where a definition includes one or more citations to a
statute, regulation, or standard, the definition shall be interpreted to refer to such
statute, regulation, or standard as may be amended from time-to-time.

Applicable Law: all federal, State, tocal, or tribal laws and regulations then in affect
and agmﬁc‘am:e tothe subject matter herein. ‘For the avoidance of doubt, federal
~agendies are only subject to federal law.

Breach of Unencrypied Individually identifiable Information: the acquisiion,
access, or Disdosure of unencrypted Individually ldentifiable Information maintained
By an 1AS Provider that compromises the security or privacy of the unencrypted
Individually Identifiable Information.

Business Associater has the meaning assigned to such term at 45 CFR § 180.103.

Business Associate Agreement (BARY 3 contract, agreement, or mher BTANEEMEnt
that satishies the implementation spedifications described within 45 CFR §
164.314(a) and 154.504(e), a5 applicable.

Common Agresment: unless otherwise expressly indicated, the Common
Agreement for Nationwide Health Information interoperability, the GHIN Technical
Framework {0TF), 2l Standard Dperating Procedures {50Ps); and all ather
artachments, exhibits, and artifacts incorporated thersin by reference.

Common Agreement [CA) Effective Date: if (i) Signatory was Designated as a QHIN
prior to the Implementation Date, then the implementation Date: or [l if Signatory
was Designated asa OHIN after the Implementation Date, thén the date that the
RCE executes the Common Agreement towhich Signatory is s Party.

Confidential Information: any information that is designated as Confidential
Information by a €1 Discloser, or that 3 reasonable person would understand 1o be of
2 confidential nature, and is disclosed to 2 Ol Recipient pursuant 1o or in conpection.
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with a Framework Agreement. Forthe svoidance of doubt, "Confidertial
information” does notinclude electronic protected heslth information (ePHY, as
defined in 3 Framewiork Agreement, that is subject to 3 Business Assodiate
Agreement or other provisions of & Framework Agreement.

 Newwithstanding any label to the contrary, “Confidential Information” does not
-include any information that {i} is or becomes known publicly through no fault of
the 1 Recipient; or {ii} is learned by the Ll Redipient from & third party that the
Recipient reasonably believes is entitied to disciose it without restriction; or (i} is
already known to the O Recipient before réceipt from the O Discloser, as shown by
the O Recipient’s written records; or (iv] is independently developed by the O
Recipient without the use of or reference to the Cf Discloser’s Confidential
Information, as shown by the Cf Recipient’s written records, and was not subject to
confidentiality restrictions prior to receipt of such information from the CI Discloser.

Confidential Information [Cl) Eimiaser a person or entity that discoses
Confidential Information.

Confidential Information (€Y} Reciplent: & person or entity that receives Confidential
Information.

Connectivity Services: the technical services provided by 2 OHIN, Participant, or
Subparticipant to its Participants and Subparticipants that fadilitate TEFCA Excharige
and are consistent with the requirements of the thewag@ﬁamtﬂe OHIN Technical
Framewsork.

CContrach the Contract bag and between The Sequum Project and HHS, o3
applicable, @ successor agreement between The Sequoia Project and HHS or £
suCCessor agresment between . different RCE aml HHE.

Covered Entity: has the meaning assigned tosuch term at 45 CFR § 160.103.

Cybersecurity Council: the council established by the RCE to enhance cybersecurity
commensurate with the risks in TEFCA Exchange, as more fully set forth in an S0P

Designated Network: the Health Information Network that Sighatony uses to offer
and provide the Designated Neowork Sendces.

Designated Network Governance Body: 8 representative and participatory group of
- groups that approve the processes for fulfilling the Governance Functions and.
: p&rﬁwmate n mch Gowernance Functions for Sighatory’'s Designated Network.
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Designated Network Services: the Connectivity Services or Governance Services.

Designation {inchading its correlative meanings “Designate,” “Designated,” and
“Desigrating™): the RCEs written confirmation to ONC and Signatory that Signatory
has satisfied 2l the raguirements of the Commuon Agreement, the QHIN Technical
Framewaork, all applicable 20Ps; and is now a QHIN.

Directory Entrylies): listing of each Node controlied by 3 QHIN, Panidpantor.
S;B};mrﬁ:‘rc%pam, which includes the endpiint Tesqurce For such Node{s) and any
other organizations! or technical information required by the O0F or an applicable
S0P

Disclosure {incheding its correlative meanings “Disclose,” “Disclosed,” and
*Disclosing”): the release, transfer, provision of access to, or divulging inany
manner of TEFCA Information {T1) outside the entity holding the information.

Discover {inchuding its corvelative mesnings “Discovery” ahd "Discovering™): the
first day on which something is known to the OHIN, Participant, or Subparticipant, or
by exercising ressonable diligence would hawe been known, to the QHIN, Participant
or Subparticipant.

Discriminatory Manner any actor omission that Is Inconsistently taken or not taken
with respect to any sirmifarly situsted OHIN, Participant, Subparticipant, Individual,
or group of them, whether it is a competitor, or whether ivis sffilisted with or has a
contractual relationship with any other entity, or in response 1o an svent k
Dispute: [i} 3 disagreement about sny provision of this Common Agresment,
including any SOP, the OTF, and all other attachments, exhibits, and artifacts
incorporated by reference; or {ii} 2 concemn or complaint about the actions, of any
failure to act, of Signatory, the BCE, any other GHIN, or another OHIN's Participant{s)
or Subparticipantsy ‘

Dispute Resolution Process: the non-binding Dispute resolution process set forth in
an S0P,

Hectronic Protected Health Information [ePHI): has the meaning assigned to such
term gt 45 CFR § 160,103 ‘

‘Exehmg& Purpose(s] or HP{s}: the resson, as authorized by & Framework
Agreement; induding the applicable 508(s), for g transmission, Query, Lse,
Disclosure, or Response yansacted through TEFCA Exchange.
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Framework Agreement(s): with respect to OHINs, the Common Agreement; and
with respect to a Participant or Subparticipant, the Participant/Subparticipant Terms
of Participation (ToP}L ‘ o

FHIR Endpoint: has the meaning assigned to stch term in the Health Level Seven
international® (HL7S) Fast Healthcare Interoperability Besources (FHIRE)
Specification available at hetps {/h7 ongMirfrd/, as such specification may be
amended, modified or replaced. ‘ ‘ o ‘
FYC Rule: the Health Breach Motification Rule promulgated by the Federal Trade
Commission set forth 2t 16 CFR Parr 318,

Governing Council: the permanent governing body for activities conducted under
the Framewaork Agreements, as more fully described in the applicable SOPF(s]

Government Benefits Determination: a determination made by any agency,
instrumentality, or other unit of the federal, State, local, or tribal government as to
whether an Individual gualifies for government benefits for any purpose other than
health care {e.g., Social Security disability benefits] to the extent permitted by
Applicable Law. Disclosure of Ti for this purpose may require an authorization that
complies with Applicable Law. ‘ ‘ ‘

Sovernment Health Care Entity: any agency, instrumentality, or other unit of the
federal, State, local, or tribal government 1o the extent that it provides health care
“services (e g., treatment) to individuals but only to the extent that it is not acting as

& Coverad Entity. R

Governance Functions: the functions, activities, and responsibilities of the
Designated Netwaork Governance Body as set forth in an applicable 50P.

Governance Services: the governance functions described in applicable S0P(s),
which are performed by 3 QHIN' Designated Network Governanice Body for its
Participants and Subparticipants to facilitate TEFCA Exchange in complisnoe with the
then-applicable requirements of the Framework Agresments.

Health Care Provider: meets the definition of such term in either 45 CFR § 171.102
or in the HIPAA Rules at 45 CFR § 160.103.

Health Information Network {HIN]: has the meaning assigned to the term “Health
Information Network or Health Information Exchangs™ inthe information blocking
regulations at 45 CRR 6171102


https://hl7.org/fhir/r4/
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HIP&A: the Health Insurance Partability and Accountability Act of 1996, Pub. Law
104-191, and the Health Information Tech m%mgsf far &ﬂmzm{ and Clinical Hea?th
Actof 2000, Pub. Law 1115

'HIPAA Rules: the regulations set forth at 45 CFR Parts 160, 162, and 164,

HIPAA Privacy Rule: the regulations set forth at 45 CFR Parts 160 and 164, Subparts
AandE.

HIPAX Security Rule: the regulations set forth at 45 CFR Part 160 and Part 164,
Implementation Date: the date sioy [60) calendar days after publication of wersion
7 of the Common Agreement in the Federal Register.

Individual: has the meaning assigned tosuch term at 85 CFR § 171.202{a)(2}

Individual Access Services Incident {IAS Incident): a TEFCA Security Incident or &
Breach of Unencrypted Individually Identifiable Information maintained by an 1A%
Provider.

Individual Access Servives Provider [IAS Providerk each QHIN, Famﬂp&am and
Sme;mmﬂpaﬁt that offers Individual &ccess Services {EAS}

Individual Access Services [IAS): the services provided to an Individual bya QH
Paﬁmpam: or Subparticipant that s 3 direct contractus) relationship with mch
Andividusal in which the QHIN, Participant, or Subparticipant, as ‘applicable, agrees to
satishy that individual's ability to use TEFCA Exchange to access, inspect, abtam or
transmit a topy of that Individual’s Remarm Information.

IAS Consent: an IAS Provider's own supplied form for obtaining express written
consent ‘Jmm the individual in connection with the (45,

Individually Identifiable Information: information that identifies an Individual or
with respect to which there iz a reasonable basis to believe that the information
could be used to identify an Individual:

Initiating Mode: a Mode through which a QHIN, Participant; or Subparticipant
initiates transactions for TEFCA Exchange.

ﬂmie ] techmm systerm that is controlled directly or indirectly by 3 OHIN,
Participant, or Subparticipant and that is listed in the RCE Directory Service.
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Non-HIPAA Entity (NHE): 3 OHIN, Participant, or Subparticipant that is neither a
i:mfemd Entity nor @ Business Assoriate as defined under the HIPAA Bules with
Egam to activities under g Framework ﬁzgreemem. To the extent & OHIN,
Participant, or Subparticipant 52 Hybeid entity, as defined in 85 CFR'§ 164103 such
QHIN, Participant, or Subparticipant shall be considered a Non-HIPAA Entity with
respect to TEFCA Exchange sctivities refated to such QH&M Participant, or
Subparticipant’s non-Covered components.

ONC the US ﬁ&g&nm&m‘ of Health and Human Services Office of the Namm!
Coordinator for Health Information Technology:

‘Participant: to the extent permitted by spplicable SOPG), 3 U.S: Entity that bas
entered into the ToP in a legally binding contractwith 2 QHIN touse the QHIN's
Diesignated Network Services to pam{mate inTEFCA Exmange in compliance with
“the Tol:

Paﬁﬁmﬁ&i&vﬁm{:@mm Caucus: a forum established plrsuant 1o an applicable
S0P{s], the purpose af which i for the Participants and Subparticipants to meet and
discuss issues of interast directly releted 1o TEFCA Exchange and related activities
under the Framework Agreements. ‘

“Participant/ Subperticipant Terms of Participation {ToP): the requirements set forth
in Exhibit 1 1o the Common Agreement to which: OHINs must contractually obligate
their Farticipants to agree; to which QHINs must tmtmmmﬁy obligate their
Participants to mﬂtmmﬁv ﬂbigane thisir Subpartiopants and Subparticipants of
the Subparticipants to agree, in order to participate in TEFCA Exchange including the
QHIN Technical Framewaork {O7TF), alt applicable Standard Operating Procedures
{S0Psy. and 2l other attachments, exhibits, and artifacts incorporated therein by
reference.

Passmmugn N@-de # Node that is mmher an initiating nor Responding Node and
through which a (IHIN. Participant, or ‘Subparticipant trarsmits wrEnsactions to and
from Initiating and ﬁesmnﬁm Nodes, inclsding any other services it ﬂrnmdm

Privacy and Security Notice: an 185 Provider's own supplied wrirten privacy and
security notice that contains the information required by the applicable SOP[s)

Protected Heslth Information [PHI): has the meaning assigned to such term at 45
CFR§ 160.103.
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Pablic Health Authority: has the meaning assigned tosuch term at 45 CFR §
164501,

QHIN Technical Franvework [TTF]: the most recent effective version of the
document that contains the technical, functional, privacy, and security requirements
for TEFCA Exchange.

Qualified Heslth information Network {QHIN}: to the extent permitted by
applicable 50P{s), a Health Information Network that is g LS. Entity that has been
Designated by the BCE and is 3 Party to the Common Agreement cwnmmgneﬂ by
the BCE:

OHIN Capous: a Torum established pursuant toan applicable SOP{s], the purpose of
which is for the QHINs to meer and mms issues of interest directly related to
TEFCA Bxichange and related activities under the Framework Agreements.

“Cerylies) {including its mrrg%m:%we usesftenses “Dueried” and “Cuerying”): the
act of asking for information through TEFCA Exchange.

RCE Directory Service: a technica! service provided by the RCE that enables OHINS to
identify their Nodes to Eﬂa&:&e TEFCA Fichange. The reguirements for use of,
intlusion in, and maintenance of the RCE Directory Service areset forth incthe
Framework Agreements, QTF, and spplicable 50Ps.

Recognized Coordinating Entity {RCE}: the entity selected by ONC that enters into
thie Common Agreement with QHINs in order to impose, ata minirmum, the
reguirements of the Cormmon Agresment; incliding the SOPs and the OTF, oo the
{HINs and administer such requirements on an ongoing basis. The RCE isa Party 1o
the Common Agreement.

Required Information: the Electronic Health Information, as defined in 45 CFR §
171102 thatls m rgintained in 8 Responding Node by any OHIN, Parmmxam oF
Subparticipant prior to of during the term of the applicabile Framework Agreement
and (i} relevant for a required XP Code, as set forth in the OTF or an applicable
SOP{sL

Fesponding Node: a Node through which the QHIN, Participant, or Subparticipant
Responds to 8 received traﬁsamm fm' TEFCA Exchange.

Response{s) {inchading its correlative usesftenses “Responds,” “Responded” and

“R&mﬁﬁmg"} the act of providing the information that is the subject of a Query or
otherwise transmitting a message in fesmme toa Query through TEFCA Euchange.

10
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‘Security Posture; the security status of an entity’s networks, information, and
systems based on information assurance resources including, without limitation,
people, hardware, software, and policies, and capabilities in place to manage the
defense of the entity’s networks, information, and systems and to react as the
situation changes [derived from MIST Definition B00-30r1).

Signatory: the Sntity that has satisfied Section 4.1 and is a Party 1o the Comman
Agresment. ‘

Standard Opevating Procedures) or SOPE): a written procedire or other provision
that is adopted pursuant tothe Common Agreement and incorporated by reference
‘into a Framework Agreement to provide detailed information or requirements
redated to TEFCA Exchange, induding all amendments thereto, Each SOP identifies
the relevant group(s) to which the S0P applies, induding whether Participants or
Subparticipants are required to comply with a given SOP.

State: any of the several States, the District of Columbia, Paerto Rico, the Virgin
Islands, Guam, American 3amos, and the Northern Mariana fstands.

Subparticipant: 1o the extent permitted by applicable SOP(s}, 2 U.5. Entity that has
entered into the ToP in & legally binding contract with @ Participant or another
Subparticipant to use the Participant’s or Subparticipant’s Connectivity Services to
‘participate in TEFCA Exchange in compliance with the ToP,

TEFCA Exchange: the transaction of information between Nodes using an X Code.

TEFCA Information [Tt any information that is transacted through TEFCA Exchange

except to the extent that such information is received by a OHIN, Participant. or

Subparticipant that is a Covered Entity, Business Associate, or NHE that is exempt

from compliance with the Privacy section of the applicable Framework Agreement

and is incorporated into such recipient’s system of record, at which peint the.

information is no longer T with respect to such recipient and is governed by the
-HiP&A Bules-and other Applicable Law.

TEFCA Security Incident(s):
i} An unauthorized soquisition, access, Disdosure, or Use of unencrypted T
wsing TEFCA Exchange, but NOT induding any of the following: ‘
{a}  Any unintentional acquisition, access, Use, or Disclosure of Tiby a
Waorkforce Member or person acting under the authority of a
CHHIN, Participant, or Subparticipant, if such scquisition, coess,
Use, or Disclosure (i} was made in good faith, (i) was made by a

11
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another Warkforce Member o person acting under the authority
of any QHIN, Participant, or Subparticipant, gnd (v} does not
result in further acquisition, access; Use, or Disdlosure in'8 manner
not permitted under Applicable Law and the Framework
Agreements.
b} ADisclosure of Thwhere a QHIN, Participant, or Subparticipant has
a pood faith belief that an unauthorized person to whom the
Disclosure was made would not masmar:b&y have been ableto
retain such information: ‘ -
{c} A Disdesure of Tl that has been de-identified in accordance with
the standard 3t 45 CFR § 164.514(b)
{ii} Other security events [B g, ransomware attacks), as set forth inan S0P, that
adversely affect s QHIN'S, Participant’s, or Subparticipant’s participation in
TEFCA Exchange: o ‘ ‘
Threst Condition: (i} 3 breach of a material provision of a Framework Agreement
‘that has not been cured within fifteen {15] days of receiving notice of the material
breach {or such other period of time to which the Parties have agreed), which notice
shall include such specific information about the breach that the RCE has available at
‘the time of the notice; or (i} a TEFCA Security incident; or {iii} an event that RCE, a
OHIN, its Participant, or their Subparticipart has resson to believe will disrupt
“normal TEFCA Exchange, either due 1o actual compromise of or the need 1o mitigate
demaonstrated vudnerabilities in systems or dats of the OHIN, Participant, or
Subparticipant, as applicable, or could be re plicated in the systems, nEtworks,
applications, or data of another QHIN, Participant, or Subparticipant; or (iv) any
“pvent that could pose 3 risk to the interests of natiohal security as directed by an
agency of the United States government.

Tramsitional Council: the interim governing body for activities conducted under
Framework Agreements, as more fully described in the applicabie SOP{sL

United States: the fifty (50) States, the District of Columbia, and the territories and

possassians of the United States including, without limitation, all military bases or
Cother military installations, embassies, and consulates operated by the United States
Cgovernment: )

115, Entity/Entities: any corporation; limited liability company, partnership, orother
legal entity that meets all of the following reguirements: o ‘
{i} - The entity is organized under the faws of a 5tate or commonweaith of the
United States or the federal law of the United States and is subject to the

jurisdiction of the United States and the State or commonwealth under
which it was formed; ‘ ‘

12
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{il} The entity’s principal place of business, as determined under federal
cormon s §5 inthe United States; and

it} None of the entzt‘g{ s directors, officers, or executives, and none of the owners
with a Tive percent (5%] or greater interest in the entity, are listed on the
Speciolly Designated Notionols ond Blocked Persons List published by the
United States Department of the Traamw'S DOifice of Foreign Asset Control or
onthe United States Depariment of Healthand Human Services, Office of
Inmectm General's List of Excluded indiidia/Entities.

Use{s} lincluding correlative uses/tenses, such as “Uses,”™ "Used,” and "Using™}:
with respect to T, means the sharing, employment; application, utilizetion,
examination, or analysis of such information within an entity that maintains such
information.

1.5, Qualified Person means those individuals who are U5, nationals and ditizens 8t
birth as defined in 8 USC 1401, U5, nationals but not citizens of the United States at
Bbirth as defined in 8 USC 1408, lewful permanent residents of the United States as
defined in the bmmigration and Nationality Act, and non-immigrant aliens who are

“hired by 8 U.S. Entity as an employee in a specialty occupation pursuant to an H-18

Visa.

Workforce Memberfsioany employees, volunteers, tmnaag and other persons
whose conduct, inthe performisnce of work for an entity, is under the direct control

“of such entity, whether or not they are paid by the entity.

XP Code: the tode used to identify the XP i in any given ransaction, as m f@rm nthe
applicable S0P

Lommon Asreement Terminology.

121 Beferences to Signatony and OHINs. As set forth in its definition and in the
introductory wafagmph of this Commaon Sgresment, the term “Signatory” is
used to refer to the specific entity that is a Perty to this Common Agreement
with the RCE. Any and all rights and obligations of 2 OHIN stated herein are
binding upon Signatory as of the CA Effective Date and are also binding upon
all other OHINS. References herein to "other GHING, ™ “another QHIN," and
similar such terms are used to refer to any amﬁ alt other wgamzam;m that
have signed the Common Agreement with the RCE.

123 intentionally Omited.

13
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=t e of Construction. Forthe avoidance of doubt, areference toa
sg:@:tﬁt smm aff ms Commaen Agreement in a particular section does not
mean that other sections of this Comman Agresment that expressiy apply to
a8 OHIN are inapplicable. & reference in this Common Agresment to any law,
any regulation, of to Applicable Law includes any amendment, modification
orreplacement 1o such law, regulation, or Applicable Law.

134 Jermsof Participation. Signatory shall contractually obligate its Partidpants
to comply with the ToP. Nobwithstanding the foregoing, for any entity that
became a Participant of Signatory priot to the implementation Date,
Signatory shall {i} contractually obligate such entity to comply with the ToP
within ohe-hiendred sighty {180 days of the Implementation Date, provided
that such Participant is and remains a party to the Participant-OHIN
Agreement, as defined in and required by Commaon Agreement Version 1.1,
during such period; or [l terminate such Participant’s ability to engage in
TEFCA Exchange upon the earlier of the date of termination of the existing
Participant-QHIN Agreement ar one-hundred eighty [180) days after the
implementation Date.

2. Incorporation of Recitals, The Hecitals 56t forth ahwe are incorporated into this Common
Agreement in their entirety and shall be given full fsﬂa and eﬁem a5 if set forth in the tmdv
of this Common Agresment.

3. Governing Approach.

31 Boleofthe RCE gnd ONC. ONC was directed by Congress in the 21st Century Cures
&t e, "in collsboration with the National Institite of Standards and Technology and
other relevant agencies within the Departrment of Health and Human Services, for
the purpose of ensuring full network-to-network exchange of health information,
convens whiét—gmata and public-public partnerships to build consensus and
developor support a trusted exchange framework, including a common agreement
amaong health information netwm nationally." OND entered into. the Contract.
with the BCE to implement, maintain , and update the Commaon Agreement.

Under the Contract, the RCE is responsible for matters related to the
development and operation of the exchange of T1 and related aciivities.

ONC provides oversight of the BCE's work underthe Contract, Under the
Comtract, ONC hias the right to review the BCES conduct, including Designation,
corrective action, and termination der:mam reganding OHINs, the groper execution

~of nondiscrimination and conflict of interest policies that demonstrate a
rommitrent to transparent, fair, and nondiscriminatory freatment by me RCEof

14
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OHiNs, and whether the RCE has adhered to the requirements imposed upon it by
this Common Agreement. ONC may also address complaints made by a QHIN
against the RCE as set forth in Section 15.6. QHINs have the right to appeal RCE
decisions as set forth in Section 16-of this Common Agreement:

Participation in Governance. QHINs, Participants, snd Subparticipants shall have the
opportunity to engage in governance ynder the Common Agreement. The RCE shiall
establish a Transitional Council and then a Governing Council which will be
responsibie for serving 8% 8 resource to the RCE and a forum for orderly and civil
discussion of any issues affecting TEFCA Exchange or other issues that may arise

- under the Common Agreement. The formation, composition, responsibifities, and

duration of the Transitional Council and Geverning Coundl shall be set Torth inan
SOP(s).

Advisary Groups. The RCE, in consultation with the Transitional or Governing
Council {as applicable) and OMC, may establish Advisory Groups for purposss of
seeking input from distingt groups of stakeholders that are parties to or affected by
TEFCA Exchange activities to better inform the govemante process, provide input on
certain topics, and promate inclusivity. The process for establishing Advisory Groups
and selecting members is set forth in the applicable 50F. , ,

L OHIN Designation.

Eligibility to be Desipnated. mﬁmmﬁaé affirms and warrants that as of the CA
Effective Date and %Eﬁﬁgﬁ the term of this Common ﬁmﬂmﬁamg it meets and
will continue to meet the Qﬁﬁmé criteria listed below mza any wanﬁ_gmw
requirements set forth i the applicable SOPls).

{i} Signatoryis a us Entity and is not controlied by any person or entity that
mnota zm Qualified Person{s) or U5 Entity(ies). The spedfic, reguired
means to demonstrate this are set forth inan SOP.

iy Signatory is a8 Health Information Netweork.

{iii}  Signatory has the ability to perform all of the Designated Network
Services and other reguired functions of @ QHIN in the manner required
by this Common Agreement, the 30Ps, the QTF, and ail other applicable
guidance from the RCE. The specific, zmn@:mm Emmmm 0 amagmmﬁﬂm this
aresetforth inan méﬁmw

{vd  Signatory hasin Emﬂm the mammzﬁwag@_ Emmmﬁﬁp%m and Jegal
authority to comply with the obligations of the mﬁagnﬁ Agresment w%

15
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4.2

o provide Governanos Services for its Designated Network. Incaddition,
Signatory has the resources and infrastructure to suppart a reflable and
trusted network. The specific, required means to demonstrate this are
set forthinan SOPEL

I, at any time during the term of this Common Agreement, Signatory Discovers that

it fails to mest the foregoing eligibility criteria or any additional f&i}mmm&ﬂw et
forthin ‘me applicable S0P(s), Signatory shall immediately notify the BCE.

Affirmation of Application. Signatory represents and warrants that the information

in its application for Designation was at the time of the application submission, and
continues to'be as of the CA Effective Date, accurate and complete, othe best of its
kmwie«%e Signatory acknowledges that the RCE refied ypoin the information in ma
application to svaliate whemer Signatory meets the oriteria to be Designated and
thiat violation of this representation and warranty is & material breach of this i
Common Agreement. 1f the RCE determines that information in the application that
was material to the RCE's dedision to Designate Signatory 5 or was not accurate or
tﬂmwa{e the RCE may terminate Etgﬂamw’s Eéemgr;atm and this Common
Agreement and will provide mmce of such termination to Signatory.

5. Change Managemant.

51

52

Change Manapement Framework: The RCE shall coordinate all changes to the

Commaon Agreement, the OTF, and the 30Ps in conjunction with ONC. In additonto.

the activities described below, ONC shall be available in a consultative role
throughout the change management Drocess 1o review any proposed smendments
to the Commaon Agresment, the OTF, and the SDPs as well as the adoption of any
new SOP and the repeal of any existing S0P. The RCE will work with ONC, the
Governing Councll, and the OHIN and Participant/Subparticipant Caucuses, as
outlined below, to consider amendments to the Common Agreement, the OTF, or
the S0Ps and the adoption of any new S0P or the repeal of any existing S0P,
Provided, however, that the actions described in Sections 5.1 through 5.3 of this
Commaon Agresmant by or with respect to the Governing Councl, the OHIN Caucus;
and the Participant/Subparticipant Caucus, as applicable, shall not be reguired until

“the respective body has been established as desoribed inSection 3 and the

applicable SOP(s). Signatory acknowledges that it and the RCE do not have the sole

{legal authority to agree to changes to this Common Agreement, the QTF, or the

SOFs. DNC mustapprove all changes, additions, and deletions. The Common
Agreement must be the same for all OHINs. ‘

Amending the Common Agreement or the OTF. The RCE is tasked, underits
Contract with ONC, with updating the Common Agreement and OTF. Proposed

16
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-@mendments to the Common Agreement or QTF may originate from multiple
sources, including, but not limited to, ONC, the RCE, the Governing Coundil, the
OHIN Caucus, or the Participant/Subparticipant Caucus. The RCF may consult with
the Governing Council, the OHIN Caucus, of the Participant/Subparticipant Caucus
prior to submitting the proposed amendmenti{s) to ONC for consideration. The RCE
shall collect 3il proposed amendments and submit them to ONC, who shall
ﬁﬂem!&m whether further action ona proposed amendment is warranted.

521

522

523

524

1 ONC determines that a proposed amendment warrants further
consideration, then the RCE will present the proposed amendment to the
Governing Council for its feedback. The Governing Council will evaluate the
proposed amendment and determine whether it will seek feedback from the
{HIN Caucus, the Participant/Subparticipant Caucus, or both, as desmed
necsssary and appropriate. The Govemning Council will provide the BCE with
written feedback on the proposed amendment in 3 timely manner, which will
indlude feedback from the OHIN and Participant/Subparticipant Caucuses as
applicable and appropriate.

The RCE shall consult with ONC about the Governing Council feedback. ONC
shall, after considering the feedback, determine whether the proposed
amendment should proceed after making any changes to the amendment. If
ONC decides to proceed with the amendment; it will sdvance the propossd.
amendment tothe OHIN Cauous for approval by 2 wriltenvote: &n
amendment will be approved i at least twio-thinds {2/3) of the votes cast by
the QHIN Caucus members within the timeframe established by ONC for the
voting period are in favor of the proposed smendment. The reguirement to
consult with the Governing Council in this provision shall be satisfied by
ONC's approval of the proposed amendment if, at the time of such-approval,
the Governing Councit and the OHIN Caucus have not yet been established.

The time period for ONC to decide whether to proceed or niot with proposed
amendment 1 the Common Agreement pursuant to Section 5.2.2 above
shall initially be three {3) months after ONC receives from the RCE feedback:
from the Governing Councll pursuant to Section 5.2.7 above; provided,
however, that DNC may, inits discretion, extend this time for an-unlimited
number of additional three- {3-) month time periods.

The time period for ONC 1o decide whether to proceed or not with a
proposed amendment to the QTF pursuant to Section 5.2.2 sbove shall
initially be three {3} months after ONC receives from the RCE feedback from
the Goverriing Council pursuant to Section 5.2.2 above; provided, however,
that ONC may, in its discretion, extend this time for one (1) additional three-

17
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{3} month time pericd.

525 Jfanamendment tothe Common Agreement or (OTF is approved as.
described above, the amendment shall become effective on the effective
date identified by ONC as part of the amendment process and shall be
binding on Signatory without any further action by Signatory or the BCE. I
Signatory is not willing or able to comply with the amendment, then
Signatory shall, within fifteen (15) business days of being notified by the RCE
that the amendment has been approved, provide the RCE written notice of
termination of this Common Agreement effective nulater thanthe
expiration of thirty {30} days from approval of the amendment.

5.2.6 MNotwithstanding the foregoing, if the RCE determines that an amendment to
the Comman Agreement or (TF is reguired in order for the RCE to remain in
compliance with Applicable Law, the RCE is not required to provide GHINs
with an opportunity to vote on the amendment. However, the BOE shall stilf
e required to provide sixty {60) days’ advance written notice of the
amendment and legal analysis of the need 1o use this expedited process;
unfess the RCE wiould be materially harmed by heing out of compliance with
Applicable Law if it provided the shay (B0 days’ written notice, inwhich case
it will provide as much notice a5 practicable under the droumstances. Any
sisch amendment 1o this Common Agreement or the OTF shall be subject to
ONC review and modification prior to the RCE providing advance written
notice of the amendment to Signatory. Cinby those amendments that are
apcpmwd by OMC will be Enma:!

Amending. Adopting, or By
with ONC, with developing an initial set of 30Ps that were considered adopted when
initially made publicly available ;mm 1o the initiat QHIN ag:@! ication penud {i.e., prior
to ahvone signing the Comman Agmemen*t} The amendment m@:aﬁs set forth

below shall also apply to amending the initial set of S0Ps through adopting ane or

aling an SOP. The RCE s tasked, under s Contract

b

more new SOPs, repealing an S0P in its entirety, or amending one of the initial 50Ps.

5.3.1 Froposed amendments to the 50Ps may originate from multiple sources
including, but not limited to; ONC, the BCE, the Governing Council, the QHIN
Caurus, or the Participant/Subparticipant Cautus. The RCE Ay consuit with
the Governing Council, the OHIN Caucus, or the Participant/Subparticipant
{aucus prior to submitting the proposed amendment{s) to ONC for
considerstion. The RCE shall paliect all proposed amendments and submit
them to ONC, who shall determine whether furtheractionona pmpas&d
amendment is warranted.

18
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534
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I ONC determings that a proposed amendment warrants further
consideration, then the RCE will present the proposed amendment to the
Governing Councit for its feedback. The Governing Council will evaluate the
proposed amendment and determine whether it will seek feedback from the
QHIN Caucus, the Participant/Subparticipant Caucus, or both, as deemed
necessary and appropriate; The Governing Council will evaluate proposed
amendments in 3 timely manner and provide the RCE with written feedback
o the proposed amendment.

The RCE shall consult with ONC about the Governing Cotncll feedback. ONC
shatl, after considering the feedback, determine whether the proposed
amendment should proceed after making any changes 1o the amendment. If
ONC decides toproceed with the amendment, it will advance the proposed
amendment o the GHIN Caucus and the Participant/Subperticipant Caucus
for approval By @ wiitten vote. An amendment will be approved if at least
two-thirds {2/3) of the votes cast by the QHIN Caucus and at least two-thirds
{2/3} of the votes cast by the Participant/Subparticipant Cautus within the
timeframe established by ONC for the voting period are in favor of the
proposed amendment. The requirement to consult with the Goveming
Council in this provision shall be satisfied by ONC's spproval of the proposed
amendment if, 2t the time of such approval, the OHIN Caucus and the
Participant/Subparticipant Caucus have not vet been established.

The time period for ONC to decide whether to proceed or not with a
proposed amendment to an S0P pursuant te Section 5.3.3 above shall
inftially be three {3) months after ONC receives from thie RCE feedback from
the Governing Council: provided, however, that' 13} DNCmay, inits
discretion, extend this time for one (1) additional three- [3-) month time
period; and (b  ONC, in addiion; determines in its reasonable discretion
that the amendment affects or may be contrary to an ONC policy or another
policy of the Department of Health and Human Services or any Applicable
taw, ONC may extend this time for an unlimited number of additional three-
{3) month time periods. ‘ ‘

Hotwithstanding the requirerment for a Participant/Subparticipant vote set
forth in Section 5.3.3, if the proposed amendment will not have a3 miaterial
impact on any Participants or Subparticipants, ONC may advance the
proposed amendment o the QHIN Caucus only, whereby the amendment
will be approved if at least two-thirds {3/3) of the votes cast by the OHIN
Caucus within the timeframe establihed by ONC for the voting period ansin
favor of the proposed amendment:. The reguirement to consult with the
CIHIN Caurus in this provision shall be satisfed by ONC's approval of the
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propozed amendment if, 8t the time of such approval, the GHIN Caucus has
‘not yet been established. The RCE will determine an effective date for the
approved amendment subject 1o ammwa& af ONC.

536 MNotwithstanding the foregoing, Wihe RCE determines that an amendment to
an S0P is required in order for the RCE to remain in complisnoe with
Applicable Law, the RCE is not required to provide the OHIN Caucus or the
Participant/Subparticipant Caucus with an opportunity to vote on the
amendment. However, the RCE shall still be required to provide sixty [50)
days" advance written notice of the amendment and the legal analysis of the
need to use this expedited process, uniess the RCE would be materially
harmed by bemg putof cmphame with Applicable Law if it provided the
shity {60} diys’ written notice, in which caze the RCE will provide as much
notice as practicable under the droamstances. Any such amendment toan
S0P shall be subject to ONC review and modification prior to enactment.
Only those amendments that are approved by ONC will be enacied.

Voting Method. For purposes of the voting process set forth in this Section 5, the
phrase “written vite™ includes any process by Whﬁ:h there is a voting record, which
‘miay include voting by slectronic means.

&, ﬁmmatim and Non-Discrimination.

&1

62

Cf2 1 Prohibition A

Cooperation. Signatory understands and acknowledges that numerous activities
with respect to this Common Agreement will likely involve other OHINS and their

respective Partidpants and Subparidpants, as well as employess, agents, thirg-

party contractors, vendors, of consultants of each of them. Signatory shall
reasonably cooperate with the RCE, ONC, other QHINS, and their respective
Participants and Subparticipants tnall matters related to TEFCA BExchange.
Requirements for reasonable cooperation are set forth in an SOP. The costs of
cooperation to Signatory shall be borne by Signatory and shall not be charged to the
BCE or other GHINS. Nothing in this Sectfion 5.1 shall modify or replace the TEFCA
Security Incident notification obiigations under Section 12.3 and, if applicable, the
1A5 Incident notification obligations under Section 10.5.2 of this Common
Agresment.

- Mor-Discrimination:

BN ity Neither Signatory nor the BCE shall prohibis
or attempt o pmmbﬁ any &H M, Pammmant,, of Subﬂamupam from joining,
em:haﬁgmg‘ with, conducting other tmﬁmm@ns with, or supporting any other
nietwinrks or sxchange frameworks that use services other than the
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Signatory's Designated Network Services, concurrently with the GHIN'S,
Par&itﬁpasnﬂ, or Subparticipant's participation in TEFCA Exchange.

Na Discriminatory Limits on Exchanee of Tl Signatory shall not engage in
TEFCA Exchange, refrain from engaging in TEFCA Exchange, or limit TEFCA
Fuchange with any other OHIN, Participant, Subparticipant, or individual, ina
Discriminatory Manner: Notwithstanding the foregoing, if Signatory refrains
from engaging in TEFCA Exchange or limits interoperability with any other
COHIN, Farticipant, or Subparticipant under the following droumstances,
Signatory’s actions of inactions shall not be deemed discriminatory: (I}
Signatory's Connectivity Services requine load balancing of network traffic or
similar activities provided such activities are implemented in a consistent and
non-discriminatory manner for 3 period of time no longer than necessary o
address the network traffic issue; (i) Sicnatory has a reasonable and good-
faith belief that the other QHIN, Participant, or Subparticipant has not
satisfied or will not be able to satisty the applicable terms hereof {induding
compliance with Appticable Law) in any material respect; or (i} Signatory's
actions or inactions are consistent with or permitted by an applicable SOP.
One OHIN suspending its exchangs activities with another OHIN, Partiﬂ:ipsam!
or Subparticipant in accordance with Section 17.4.2 shall not be deemed
discriminatony.

Updates to Connectivity Senvices. In revising and updsting its Connectivity
Services from tirme to time, Signatory will use commerdially reasonable
efforts to de o in accordance with generally accepted industry practices and
o implement any changes in & non-discriminatory manner; provided,
however, this provision shall not apply to Bmit modifications or updates 1o
the extent that such revisions or updates are required by Applicable Law or
implemented to respond promptly to newly discovered privacy or security
threats.

Motice of Updates to Connectivity Services. Signatory shall implement a
reporting protocol to provide reasonable prior written notice of all
modifications or updates of its Connectivity Services to all other QHINS if
such revisions or updates are Exmcteﬁm adversely affect TEFCA Exchange
between OHIMs or require chariges in the Connectivity Services of any other
CIHIN, regardiess whether they are necessary due to Applicable Law or newly
disoovered privacy or security threats.

63  Nonnterference. Signatory shall not prevent a Participant or Subparticipant from
thanging the OHIN through which the Participant or Subparticipsnt engages in

21
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TEFCA Bxchange. Motwithstanding the Toregoing, this subssction does not preclude
Signatory from including and enforcing reasonabile Termn limits in is contracks with
its Farticipants related to @ Participant’s Use of Signatory’s Designated Network
Services. ‘

7. Confidentiality and Accountability.

71

72

7.4

“Confidentigl Information. Signatory and RCE each agree to use and disclose alf

Confidential Information received pursuant 1o this Common Agreement only as
authorized in this Common Agreement and any applicable S0P{5) and solely for the
purpeses of performing its obligations ender this Commaon Agréement of the proper
exchange of information under the Common Agreement and for no other purpose.
Each Party may act as & U Discloser and a Cl Recipient, scoordingly. A Tl Bedipient
miay disciose the Confidential Information it receives only to its Workforce Members
who reguire such knowledge and use in the ordinary course and scope of their
employment or retention and are obligated to protect the confidentiality of the O
Discloser’s Confidential information in 2 manner substantially equivalent to the
terms reguired herein for the tregtment of Confidential information. #a
Recipient must disciose a fei Discloser’s ﬁmﬁd&m&ﬁ Information under mmmm of
law, the I Recipient may do so provided mat 1o the extent pemaﬁm by Apphs:abie
Law, the O Reciplent gives thie O Discloser reasonablie notice to allow the O
Discloser to object to such redisciosure; and such redisciosure is made to the
minirmum extent necessany to comply with Applicable Law.

‘Disclosure of Confidential Information. Nothing hersin shall be interpreted 1o

prohibit the RCE from disclosing any imﬁdenﬂa& Information to ONC. Signatory
ackriowiedges that ONC, s 3 Federal government agemy s subject to the Fresdom
of information &ct. Any disclosure of Signatony's Confidential information to ONC or
any DN contractor will be subject to Applicable Law, as well as the imitations,
procedures, and other relevant provisions of any applicatile SR}

ONC's and the BCE's Approach when Reguesting Confidential information. s @

-matter of general policy, ONCwill request only the limibed setof Confidential

Information that ONC believes is necessary to inform the specific facts and
dircumstances of 2 matter. . The RCE will request only the limited set of Confidential
Information that the R{:E believes is necessary 10 inform the specific facts and
ﬂfa:umstances of a matter.

HIN Accountability.

74.1 Statement of General Pring iple. To the extent not prohibited by Applicable
Law, Signatory shall be responsible for its acts and omissions, and the acis or
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cmissions of its Participants and their Subparticipants, but not for theacis or
omissions of any other OHINS or their Participants or Sﬁmamﬁizﬁa nts: For
the avoidance of doubt, a Signatory thet is also & governmental agency of
Instrementality shall not be lable to the extent that the Applicable Law
that governs Signatory does not expresshy waive Signatory's sovereign
Hmmunity. waﬁhﬂmﬁmg @y provision in this Commen Agreement 1o the
contrary, E:gnamw shall not be liable for any act or omission if a cause of
action for such act or omission is otherwise prohibited by Applicable Law.
This Section 7.4.1 shall not be construed as & hold-harmless or
indemnification provision:

4.3 Harm to RCE. Subject to Sections 7.4 and 7.6 of this Common Agreement
that exclude certain types of damages or limit overall damages, Sigx&amw
shall be responsible for harm suffered by the BCE to the extent that the harm
was caused by Signatory's breach of this Common Agmament, the OTF or
any applicable SOP.

FA4.3 Harmoto Other QHIN: . Subject tocSection 7.6 of this Commin Agreement,
which exclades certgin types of damages or fimits overall damages, Sgnatory
shall be rmpunsmie for harm suffered by another QHIN to the extent that
the harm was caused by Signatory’s breach of this Comimon Agreement, the
0OTF, or any applicable S0P,

RCE Accountability. Signatory will not hold the RCE, or anyone acting on its behalf,

“Inclding bt not limited 1o members of the Governing Council, Transitional Council,

Caucuses, Cybersecurity Coundil, any Advisory Group, any work group, or any
subrommittes: iis contractors, emplovees, or agents liable for any damages, icmes
liabilities, or injuries arising from or related to this Commeon Agreement; exceptto
the extent that such damages, losses, labilities, or injuries are the direct result of -
the RCE's breach of this Common Agreement. This Section 7.5 shall not be
constried as a hold-harmless or indemnification provision.

LIMITATION ON UABILITY. NOTWITHSTANDING ANYTHING IN THIS COMMON
AGREEMENT TO THE CONTRARY, 1N MO EVENT SHALL EITHER THERCE'S OR
SIGHATORY'S TOTAL UABILITY 10O EACH OTHER AND ALL OTHER OHINS ARBING

FROM OR RELATING TO THIS COMMON AGREEMENT EXCEED AMOUNTS EQUAL T

TWO MILLION DOLLARS (52,000,000} PER INCIDENT AND FIVE MILLION DOLLARS
{45,000,000) AGGREGATE PER ANNUM OR SUCH OTHER AMOUNTS AS STATED IN A
THEN-IN-EFFECT SOF, IN ORDER TO ALLOW FOR THE PERIODIC ADJUSTMENT OF
THIS LIABILITY LIMIT OVER TIME WITHOUT THE NEED TO AMEND THIS COMMON
AGREEMENT. THIS AND ANY SUCH ADJUSTED LIMITATION ON LIABILITY SHALL
APPLY REGARDLESS OF WHETHER A CLAIM FOR ANY SUCH LIABILITY OR DAMAGES

23
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15 PREMISED UPON BREACH OF CONTRACT, BREACH OF WARRANTY, NEGLIGENCE,
STRICT LIABILITY, OR ANY OTHER THEORIES OF LIABILITY, EVEN IF SUCH PARTY HAS
BEEN APPRISED OF THE POSSIRILITY OR LIRELIHOOD OF SUCH DAMAGES
OCCURRING. IF SIGNATORY IS A GOVERNMENT AGENCY OR A GOVERNMENT
INSTRUMENTALITY UNDER FEDERAL LAW, STATE LAW, LOCAL LAW, OR TRIBAL
LAW AND IT 18 PROHIBITED EROM LIMITING TS RECOVERY OF DAMAGES FROM A
THIRD PARTY UNDER APPLICABLE LAW, THEN THIS SECTION 7.6 SHALL NOT APPLY
TO EITHER SIGNATORY OR THE RCE. NOTHING IN THIS SECTION 7.6 OF THIS

- COMMON AGREEMENT SHALL BE CONSTRUED TO CREATE LIABILITY FOR &
GOVERNMENTAL AGENCY OR INSTRUMENTALITY OR OTHERWISE WAIVE
SOVEREIGN IMNIUNITY.

8. RCE Directory Service.

8.1 Accesstoand Use of the RCE Directory Service. During the term of this Commion
Sgreement and provided that Signatory is oot suspended, the BCE shall provide
Signatory with access to the RCE Directory Service. The timeframes and
requirements for access to, publishing Directory Entriesin, and use of the RCE
Directory Service gre set out in the OTF and the applicable SOPs).

8.2  Utlization of the RCE Directory Service. The RCE Directory Service and Directory
Entries contained therein shall be used by Signatory solely as necessary 1o create
and maintain operational connectivity under the Common Agreement to enable;
TEFCA Exchange. Sigriatory shall not use or disciose Directory Entries except to its’
Workforce Members, 1o the Workoroe Mﬁmb&m ofits Farticipants o
Subparticipants, of to the Workforce Members of health information technology
vendors who are sngaged in assisting Signatory, the Participant or Subparticipan

“with engaging in TEFCA Exchange. Further, Signatory shall not use apdther QHINS
Directory Entries or information derived therelfrom for marketing or any form of
promotion of its own procducts snd services, unless otherwise permitted pursuant 1o
an SOP. inno event shall Signatory use or disclose the information contained in the
BCE Directory Service in a manner that should be reasonably ex;pettev;% tohave i &
detrimental effect on ONC, the RCE, othar QHIMs or their Participants or
Subparticipants, or any other individual or organization. For the svoidancs of doubt,
Directory Entries are {:mnﬁﬂemiai Information of the Discloser except to the extent
such information meﬁ:s one of the exmmmﬂﬁ to the definition of Canfidential
lﬁf@manm Nothing herein shall be interpreted to pmm a QHIN fmm publichy

- disclosing the idertity of &= Participents or 5&@@ﬂ&c&mﬁ5.

83 HiN Direczory Enries.  Signatory must have at least one Node listed in the RCE
Directory Service. Stgnamw‘ is responsitie for entering its Farticipant and
Subparticipant Nodes in the RCE Directory Service and maintaining the aocurscy of
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such entries. Signatory shall immediately remove from the RCE Directory Service
any Nodefs} associated with a Participant or Subparticipant thet is suspended from

-engaging in TEFCA Exchange or whose agreement to perticipate in TEFCA Exchange

in connection with Signatory has expired or been terminated.

Framework Agresment Becord.

8. & 1. OHINs must maintain g record of all ToPs into which Signatory enters with its
Participants, regardiess of whether such Participants are fisted inthe BCE
Directory Service. Such remm must be provided to the RCE within five [5)
business days following the ﬁtE‘swnﬂ‘&n reguest unless such other
timeframe is agreed to by the RCE.

84.2. Records of all ToPs into which Signatory’s Particpanis or Subparticipants
‘ enter with their respective Subparticipants must be maintained by
Signatory’s Pamapams andd Subparticipants inaccordance with their
respactive obfigations pursuant tothe ToP. Uipon request from the RCE,
Signatory must provide such record 1o the RCE within two {2} business days
of receiving such recordis) from its Participant|s).

9. TEFCA Exchange Activities.

81

9.2

8.3

9.4

Utilization of TEFCA Eschange. Signatory may only utilize Designated Network g

Services for purposes of facilitating TEFCA Exchange. TEFCA Exchange may only be

utilized for an XP. To the extent there are limitations on what types of Participants
or Subparticipants may transact TEFCA Information for a specific XP, such imitations

‘will be ot forth in the applicable SOP(s). All TEFCA Exchange is governad by and

mRust comply with the Framework Agreements governing the OHINs, Participants,
and Subparticipants.

Uses. Signatory may Use T1in any manner that: (i} is not prohibited by Applicable
Law; {ii} is'consistent with Signetory's Privacy and Security Notice, if applicable; and

At scoordance with Sections 11 and 12 of this Commion Agreament, if

applicable.

Distlosures. &gmmwmw Disclose T provided such Disdiosure: m is ot pmhﬁ;maﬁ
by Applicable Lave; i} is consistent with Stgnaumf's Privacy and Security Notice, i
applicable; and {ill) i5in arcordance with Sections 11 and 12 of this Commion

Beresment, if applicable.

Besponses. Except as otherwise set forth in an applicable S0P, Responding Nodes
miust Respond 1o Queries for all AP Codes that are identified as “reguired” in the
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9.5

applicable SOP{s). Such Response must indude all Required Information.
Motwithstanding the foregoing, Signatory may withhiold some or afl of ma Required
Information to ﬁw extent necessary to comply Wﬂ:h Applicable Law.

Epedal Legal Requirements. i and tﬁ the extent Applicable Law regquires thatan
Individua! efther consent 1o, approve, of provide an authorization for the Use or
Disclosure of that Individual's information to Signatory, such as 3 more stringent
federal or State law relating to sensitive health information, then Signatory shall
refrain from the Use or Disclosure of such information in connection with this
Common Agreemnent unless such Individual’'s consent, approval, or authorization has
been obtained consistent with the requirements of Applicable Law and Section 11 of
this Comimon Agresment including without limitation commuricated pursuant to
the access consent policylies) described in the (ITF or applicable SOP(s). Copies of
such consent, approval, or authorizetion shall be maintained and transmitted
pursuant to the process descoribed in the OTF by whichever party is required to

obtain it under Applicable Law, and Signatory may make such copies of the consent,

approval, or authorization available electronically to any GHIN, Participant, or
Subparticipant in accordance with the OTF and to the extent permitted by
Applicable Law. Signatory shall maintain written policies and procedures 1o aliow an
Individual to mmka skich mment approval, or suthorization o g prospective basis.
1F Signatory is an 185 Provider, the foregoing shall not be interpreted to modify,
replace, or diminish the requiremernts set forth in Section 10 of this Common

“Agreementand any applicable S08{=) for obtaining an Individual’s express written

consent.

10. Individual Access Services.

0.1

- Individual Access Services {IAS] Offering(s]. Signatory may elect to be an 145

Provider by offering 1AS to any Individual in accordance with the reguirements of
this Section 10 and in Bccordance with il other provisions of this Common
Agreement. Nothing in this Section 10 shall modify, terminate, o in any way affect
an Individual's right of access under the HIPAA Privacy Rule at 45 CFR 5 164.524 with

respect to any OHIN, Participant, or Subpatticipgnt that is a Covered Entity ora

Business Associate. Hothing in this Section 10 of this Commuon Sgreement shall be
construed as modifying or taking precedence over any provision codified in 45 CFR
Part 171 An1AS Provider shall not prohibit or attempt to prohibit any Individual
using the 1AS of any other 145 Provider or from joining, exchanging with, conducting

‘other transactions with any other networks or exchange frameworks, using senvices
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s

105

other thon the 1AS Providers” Designated Network Services, concurrently with the
QHIN's, Participant’s, or Subparticipant’s participation in TEFCA Exchange

Individual Consent. This Section 10.2 shall apply to Signatory if Signatory is an IAS

Provider. The Individual requesting 145 shall be responsible for mmpienng the 1AS
Cment The IAS Consent shall inciude, at a8 minimum: {i} consent touse the
Individual Access Service; (ii] the Individual's acknowledgement and agreement to
the 145 Provider's Privacy and Security Notice: and [ili} a description of the
Individual’s mms toaccess, delets, and export sych Individual’s Individually
{dentifiable information. An (AT Provider may implement sequre electronic means
{e.g., secure e-mall, secure web portall by which an Individua! may submit the 145
Consent. &n 145 Provider shall collect the 145 Consent prior to the Individual's first
use of the 1A% and prior to any subssguent use if there s any material change inthe
applicable AS Consent, including the version of the Privacy and Security Motice
referenced thersin. Nothing in the 145 Consent may contradict or be inconsistent
with any applicable provision of this Common Agreementor the S0P Hihe 148
Provideris @ Covered Entity and has a Notice of Privacy Practices that mests the
reguirements of 45 CFR § 164 520, the 185 Frovider s mt required to have 3 Privacy
and Security Notice that meets the requirements of the applicable S0P, Nothing in
Section 10 reduces & Covered Entity’s obligations under the HIPAA Rufes.

intentionally Omitted.

EECUritY nequm‘:‘memﬁ se‘ﬁ fum in Eem@n 12‘ t‘m aii En&mﬂwaﬁ%& R&ennﬁahie
Information it maintains as an A4S Frovider, regardiess of whether such
iinfimaﬁan is T

105.2 A5 in{ié&?ﬂﬁ Notice 1o Affected Individuals. If an 1AS Provider reasonabily

believes that an Individual has been affected by an 185 Incident, tmust
provide such Individual with notification without unreascnable defay and in
nio case fater than sty (60} days followwing msmww of the 1AS Incident. The
nist i s:atmm reszmmd unider this Section 10.5.2 must be writtenin pE&m
language and shall intlude, to the extent possible, the information set forth
inthe applicable 30P(s). To the extent Signatory is already reguired by
Applicable Law o notifyan Individual of an incident that would also be an
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1A% Incident, this Section 10.5.2 does not require duplicative notification to
that individual.

106 Survival Tor 1AS Providers. This Section 10.6 shall apply to Signatory if Signatory isan
1AS Provider. As between Signatory as an 1AS Provider and an individusl, the 185
Provider's obligations in the 1AS Consent, including the JAS Provider's requirement to
comply with the Privacy and Security Motice and provide Individuals with rights, shall
survive for so long as the 185 Provider maintains such Indnddual’s Individuaily
Identifable Informatian. IF Signatory was an 1AS Provider, the reqoirements of
Section 105 shall survive termination of this Common Agreement for so lang as
Signatory maintains Individually Jdentfiable Information aoguired during the term of
this Common Agresment 35 an 1A Provider regardiess of whether such infarmation
BorwasThL

11, Privacy.

111 Complisnce with the HiPaA Privecy Bule. | Signatory isa NHE {but not to the extent
that it is acting as an entity entitled to make a Government Benefits Determination
wrader Applicable Law, a Public Health Authority, or a Government Health Care Entity

~orany other type of entity exempted from compliance with this Section 11.1inan
“zpplicable S0P}, then it shall comply with the provisions of the HIPAA Privecy Rule
listed below with respect to all Individually Identifiable Information as i such
information is Frotected Health nformation and Signatory is a Covered Entity.

11.1.1 From 45 CFR & 164,502 General Rules:

» - Subsection &)1} ~ Dealing with permitted Uses and Disclosures, but
only to the extent Signatory is authorized to engage in the activities
described in this subsection of the HIPAA Privacy Rule for the
applicable XP.

= . Subsection {a}i2){i} — Reguiring Disciosures to Individuals

= - Subsection {all5) — Dealing with prohibited Uses and Disclosures

‘= Subsection {b) — Dealing with the minimum necessary standard
s Subsection {c} — Dealing with agreed-upon restrictions
= Subsection {d] — Dealing with deidentification and re-identification of
information
= Rubsection (e} — Dealing with Business Assodiate contracts
= Rubsection () — Dealing with deceased persons” information
= Subsection (g} - Dealing with personal representatives
= - Subsection {h) = Dealing with confidentiat communications
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= Subsection i} — Dealing with Uses and Disclosures consistent with
notice
= - Suhsection {j} — Dealing with Disciosures by whistleblowers

11.1.3 45 CFR & 164 508, Authorization Reguired. Notwithstanding the foregoing,
the provisions of Sections 10.2 shall control and this Section 11.1.3 shall not
apphewith respect to an 143 Provider that i a NHE.

1114 45 CFR & 164 510 Uses and Disclosures Reguiring Opporhuni ‘
Ohiect. Notwithstanding the foregoing, an 1AS Provider tha“t isa NHE butis
nots Health Care Provider shall not have the right to make the permissive
Disclosures described in § 164 510033} - Emergency droumstances;
provided however, that an 145 Frovider is not probibited from making sucha
Disclosure if the Individuat has tonsented to the Disdlosure pursuant 1o
Section 10 of this Common Agreement.

1115 45 CFR§ 164 512 Authorization or Opportunity 1o 0 \ | o
wazmgtanmng the foregoing, an 1AS Provider that isa MHE bﬂt ismota
Heatth Care Provider shall not hiave the right to makie the permissive
Disclosures described in § 164.512{c] - Standard: Disclosures about victims of
abuse, neglect or domestic violence; § 164512 Subsection {d} - Standard:
Uses and Disclosures for health e:wemgh"{ activities: and § 164512 Suhmmn
{i1 ~ Standard: Uses and Disclosures to avert & serious threat to health or
safety: provided, however; that an 145 Provider is not prohibited from
making such a Qns@mua’e{s} if the Individual has consented oy the
Disclosure{s) pursuant to Section 10 of this Common Agfﬁemem

1116 From 45 CFR § 164 514, Other Bequirements Relati
Dﬁmmurﬁa‘:

o klses and

*  Subsections (a}-{c) - Dealing with de-identification requirements that
render information not individually Idenufiable information for
purpeses of this Section 11 and TEFCA Security Incidents.

= - Subsection m; — Dealing with minimum necessary reqmmmems

s Subsection le}— Dealing with Limited Data Sets
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112

11.1.8 45 ¢ o R ez o digls, except that an 1AS Provider that isa
MNHE shaEE be mmm m me mf@uﬁ'ements of Section 1D with respect toacoess
by Individuals for purposes of 145 and not this Section 11.1.8.

= . Subsection {a) — Dealing with personnel designations

+ Subsection {b) — Dealing with training

«  Subsection (¢}~ Dealing with safeguards

& Juhzection {d) — Dealing with complaints

= Subsection {sﬁa} —Dealing with sanctions

= Subsection {f)— Dealing with midigation.

& Subsection {g] — Dealing with refraining from intimidating or retaliatory
arlts

= Subsection {h) — Dealing with waiver of rights

= Subsection (i} — Dealing with polides and procedures

*  Subsection {j) - Dealing with documentation

Written Privacy Policy. Signatory must develop, implement, make publicly available,
and act in sccondance with a written privacy policy describing its privacy practices
with respect to Individually ldentifiable Information that is Used or Disclosed
pursgant to this Common Agreement and any SOPs. Signatory can sanﬁfy the
written privacy policy reguirement by mcﬁucﬁng applicable content consistent with
thie HIPAA Rules in its existing privacy policy, ax‘tegét a5 otherwise stated herein with
respect 1o AR Providers: - This written privacy policy reguirement does not supplant
the HIPAA Privacy Rule obligations of a OHIN, Participant, or 3 Subparticipant that is
a Covered Entity to post and distribute a Moticeof Privacy Practices that meets the
fﬂquimﬂb&nﬁ of 45 CFR § 154.520. I Signatory is 8 Covered Entity, then this written
privacy policy requirement can be satisfied by its Notice of Privacy Practices. If
Signatory is an lAS Provider, then the written privacy policy requirement must be in
the form of a Privacy and Security Notice that meets the reguirements of Section
10.2 of this Common Agreement. Notwithstanding Section 11,1, to the extent the
Signatory's written privacy policy is "more stringent” than the HIPAA Privacy Rule
provisions listed below, the written privacy policy shall govern. “More stringent®
shall have the meaning assigned to it in 45 CFR § 160.202 except the written privacy
policy shall be substituted for references to State law and the reference 1o
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“standards, requirements of implementation spedifications adopted under subpart E
of part 164 of this subchapter™ shall be lirnited to those listed below.

12, Security.

121 Genersl Security Reguirements. Signatory shall comply with the HIPAS Security Rule
a5 if the HIEAA Security Rule applied to Individually Identifishle Information thatis T
regardiess of whether Signatory is 3 Covered Entity or & Business Associate.
Signatory shall also comply with the security requirements stated in Section 12 of
this Common Agreement and specific additional reguirements as describetd in the

" CTF and applicable SOPs. With the exception of Section 12.1.5, none of these.
requirements in Section 12.1 shall apply toany federal agency of any other typeof
entity exempted from compliance with this Section 12.1 in 2n applicable SOP.

12.1.% Cybersecurity Coverage. In accordance with the appﬁ:ﬁbiée SOPLs), Signatory
shall maintain, throughout the term of this Common Agreement: (i} a policy
or Qﬁ%icies of insurance fm qfiaer m&: and errors am‘j @missians {éi} intermal

mmb\matsm of {t} a;m gn}.

1212 Oybersecurity Certification. Signatory shall achieve and maintain third-party
certification toan industre-recognized cybersecurity framework
demanstrating compliance with all refevant security controls, as set forthin.
the applicable SOP.

12:1.3 Annual Security Assessments. Signatory must obtain g third-party security
assessment and technical audit no less often than annuzlly andas further
described in the applicable S0P, Within thirty [30) days of completing such
annual security assessment or technical audit, Signatory must grovide
evidence of completion and mitizgation as specified in the applicable S0P,

- intentional

s, Signatory shall make avaaiah&e 1o

its ?amu;:am {i} EEW resources and gmmﬁama regarding the protection
of Ti applicable to the Participants’ participation in the OHIN under the
applicable Framework Sgreement; and i) information znd resources that
the BCE or Cybersecurity Coundl makes available to Signatory related to
‘promotion and enhancement of the security of T under the Framework
Arreements..
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i.. The RCE shall designate a person toseqve as the Chief Information
Security Officer {C150) for activities conducted under the Framework
HAgresments. This may be either an employes or independent contractor
ofthe RCE. The ROE's CISO will be responsible for monitoring and
maintaining the overall Security Posture of activities condurted under the
Framework Agreements and making recommendations bo all OHINS
regarding changes to Baseime security practices required to sddress
chengestothe threatls r&d&tape

il Signatory agrees that it and not the BCE, & vitimately responsible for the
Security Posture related 1o Signatory’s participation in TEFCA. Signatory
shall also designate a person toserve as its OIS0 for purposes of
Signatory's participation in TEFCA Exchiange. Signatory's CI50 shall have
responsibility for Signatory’s Security Posture “with respedt to its
participation in TERCA Exchange and a5 set forth in an SOP. The BCE shall
establish a Cybersecurity Council to enhance cyberseaurity
commensurate with the risks.of ma activities conducted under the
Framework Agreements as set Torth inan S0P,

11 Qurside the United States. Signatory shall only Use Tl outside the United States or
Disclose T1 to any person or entity outside the United States to the extent such Use
or Disclosurs is permitted or reguired by Applicable Law and the Use or Disclosure s
rongducted in conformance with the HIPAA Security Rule; regardiess of whether
Lignatory is & Covered Entity or Business Associate.

ting. - Signatory shall report to the RCE and 1o alt
ﬂHWs that are l;kew Jmpamed whether directly or By nature of one of the other
OHIN's Participants or Subparticipants, any TEFCA Security Incident, as set forth in

the applicable S0P{s). Such report must indlude sufficient information for the RCE

and others affected to understand the nature and likely scope of the TEFCA Security
incident. Signatory shall supplement the information contained in the report as.
additional relevant informatiocn becomes avaitable and cooperate with the RCE, and

with other QHINS, Participants; and Subparticipants that are likely impacted w the

TEFCA Security Incident.

Incident Report. Signatory shall implement a

repmmug protocol by which other QHINS can provide Signatory with a report
of 3 TEFCA Security incident:

ing of curity Incidentis). Signatory shall reporta
Tfﬂts!k Semnw nﬂdem m mr, Pmrtstmants and Subparticipents as required by
an apﬁlicab%e S0P,

a2
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1233 Complignce with Notification Under Applicable Law.  Nothing in this Section
12 3 shall be deemed to mad&r{'g ar repéace any hreach nictification
reguirements that Signatory may have under the HIPAS Rules, the FIC Rule,
or other Applicable Law. To the extent Signatory is already reguired by ‘
Applicable Law to notify 3 Participant, Subparticipant, or another OHIN of an
incident that would also be a TEFCA Security Incident, this Section 12.3 does
nat require duplicative notification:

Encryption. i Sigrnatory isa NHE {but rot to the extent that it s a federal agency or

“any other type of entity exempted from compliance with this Section 12 4 inan

applicable 308, Signatory must encrypt all Individually Memﬁﬁa?tﬁé {nfnm\aﬁm it
maintains, both in transit and at rest, regardless of whether such information s TL
Reguirements for encryption may be set forth in an S0P

13 General Obligations.

131

Compliance with A aw TeEments. 5xgnat0w shall
comply with all Applicable Law émﬂ shatl implement and act in sccordance with shy

- provision reguired by this t:mamﬁn Agreem&m including all applicable S0P and

provisions of the OTF, when proviging Designated Network Services or otherwise
engaging in of Tacilitating TEFCA Exchange.

Complisnce with Specific Obligations.

13.2.1 Besponsibilivy of the BCE. To the extent required by the Contract, the BCE
shall 1ake reasonable steps to confirm that Signatory is abiding by the
obligations under this Commion Agreement, the OTF, and all applicable 50Ps.
frthie event that the BCE becomes aware ofa material non-compliance with
any of the obligations stated ina Framewmk ﬂgﬁe&m&m or any of the
applicable 50Ps by Signatary or its P‘amcspaﬂ*;s or Subparticipants, then the
BCE shall promptiy notify Signatory Inwriting. Stch notice shall notify
Slgnatory that is fallure to correct sny such deficiencies within the
timeframe established by the RCE shall constitute & material breach of this
Commeon Agreement, which may result in termingtion of this Common
Agresment in accordance with Section 17.3.2.

13.2.2 Besponsibility of Signatory. Signatory shall be responsible for taking

reasonable steps to confirm that all of its Participants and Subparticipants

are sbiding by the ToP and 3!l applicable 50Ps. In the event that Signatory
becomes aware of a material ‘mon-compliance by ane of its Participants or

Subparticipants, then Signatorg shall pmmptw mmfwhe Participant or
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134

Subparticipant in writing. Such notice shall inform the Participant or
Subparticipant that its failure tocorrect any such deficiendies within the
“timeframe established by Signatory shall constitute a material breach of the
ToP, which may result in suspension or termination of Participant’s or
Subparticipsnt’s ability 1o engage in TEFCA Exchange. Exceptas set forth in
Section 17.4.5; Signatory is responsibie for determining when SUSPENSion or
termination of its Participants’ o Smbﬁamcmants' ability to en@agﬁ in TEFCA
Exchange is warranted. Nothing in this Section 13.2.7 shall be deemed to
[ Skgnamﬂf’s responsibility for the acts or omissians of i Pmmgmﬁ and
Subparticipants as set forth in Section 7.4.

Party Techm&tgv Vendors of Si gnatgﬁ To the
EXtent ’mai ngnamw uses & third-party technology vendor{s) that will have
access to TEFCA Information in connection with Designated Network
Serdices, it shall include in 3 writien agreement with each such subcoptractor
oragent @ reguirement to comply with all applicable provisions of this
Corrsmion Agreement and & prohibition on engaging in any act or omission
that would cause Signatory to violate the terms of this Common Agreement
if ﬁigmmw had engaged in such act or omission itself.

14. Specific OHIN Oblizations.

143

Tran: v Arcess to Participant/5

e articipant Information. Weither ONC or

the RCE has a reasonable basis 1o believe that one or more of the following
situations exist with respect to Signatory, then Signatory shall make availabie, upon

WITLEN reqgisest, Ewienca of the spplicable Faﬁx&m{fﬁa&pamﬂmm Terms of
P&mcmanm and information relating to the exchange of T and the circumstances
giving rise tothe basis Tor such request. The foregoing shall be subjectto S&gﬂa‘i{:nﬂs
right to restrict or condition its cooperstion or disclosure of information in the
interest of preserving privileges but only to the extent that such information is
material to the defense of 8 substantiated claim ssserted by a third party. -Such -
situations include: {i}analleged vinkation of this Common Agreemem or Aﬁpﬁzmb
Law: or [il} @ threat to the security of TEFCA Exchange or information that the BCEor
ONC reasonably belisves is T1. The right of Signatory to restrict or condition its
rooperation or disclosure of information @uﬁmm 0 this Section 14 Lin the interest
of preserving privileges shall net apply to 8 disclosure that is requested in the
interast of national security.
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jres. The RCE shall adopt Standard
Qmm rxg Prm:eﬁur&v. QSGFE} fra) pmmﬂa cﬁam&eﬁ gmdmte on specific aspects of the
euchange activities under this Common Agreement that are binding on the RCE,
Signatory and, 35 applicable, Participants and Subparticipants. The S0Ps are
incorporated by reference into this Common Agreement, and S&gnam shall comply
Wim il 50Ps that are applicable to it in the ToP, Participents and Subparticipants
will agree to comply with all applicable SOPs. If Signatory or its Participants or
Sm;}amupaﬂm fail 1o comply with any applicable S0P, the RCE miay take corrective
action to bring the organization into complisnce with the S0P, which may include: {i)
reguiring Signatoryto suspend the ability of a Participant or Subparticipant o ‘
exchange information under the Framework dgreement{s) until the non-compliance
i corrected to the satisfaction of the RCE; [H) requiring Signatory to terminate the
ability ofa ?ammaam or Subparticipant to exchange information under the
Framework Agreement{s); [iii} suspending Signatory’s abskmf T excnange
information under the Commuon Agreement: or v} terminating Signatory’s abillity to

-exwchange information under the Common Agreement.” BCE shell adopt an 50P that

provides detailed information about sanctions for non-compliance with an S0P,
Mothing in this Section 14.2 of this Common Agreement limits the RCE's rights to
terminate this Common Agreement under Section 17.3.2 or 17.3.3 of this Commion

-Agreement.

15. Dispute Resolution.

Acknowledeement and Consent to Dispute Besolution Process. Signatory
acknowtedges that it may be in its best interest 1o reselve Disputes related to the

- Common Agreement through a collaborative, rollegial process rather than through

civil m@atmn Signatory has reached this conclusion based upon 'Ehe fact that the
fegal and factual issues related to the exchange and related antivities under the
Commion Agreement are Unique, novel, and complex, and limited case faw exists
that addresses the legal sues that could arise in connection with this Common
Agreement. Therefore, Signa’tm‘g agrees 1o participate in the Dispute Resolution
Process with respect to any Dispute. Novwithstanding, Signatory an@emtands that
the Bsﬁpme Besolution Process does not supersede or replace any memgm,
irvestigatory, enforcement, or other administrative actions o processes that may be
taken by the relevant authority, whether or not arising out of or related to the
Circumstances giving rise to the Dispute. RCE and Signatory are committed to
prompthy and fairly resolving Deputes.
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1532

153

Tothatend, Signatory shall use its best efforts to rosobve Disputes that may
arise with other OHINs, their respective Participants and Subparticipants, or the RCE
mmwgﬁh informal discussions before sesking to invoke the Dispute Resclution
Process. Likewise, Sigratory. on its own behalf and on behaif of its Participantis or

- Subparticipantis], will seek 1o resolve i}ispumﬁ imvolving the RCE through good-faith

informal discussions with the RCE prior to invoking the Dispute Resolution Pracess.
I the Dispute cannat be resolved through tooperation between Signatory and the

other CHINIS) or thie BCE, then the RCE may, or Signatory may on its own behalf or
on behalf of its ?amnﬁanm:} or Subparticipant(s), choose to submit the Dispute to

~the Dispute Resolution Process.

Under no circumstances will the Dispute Resolution Process Eive the RCE any
power to assess moletary damages agsinst any party to the Dispute Resolution
Process indluding, without limitation, Signatory or its Pamtsp}anm or Suhﬁmmpmts

Lprany other OHIN of its F‘amcxpams or Subparticipants: Except in accordance with

Section 15.2, if Signatory refuses to particdpate in the Dispute Besolution Process,
such refusal shall constitute a material breach of this Common Agreement and may
be grounds for suspension or termination of Signatory's participetion in TEFCA
Exchange.

Injunctive Belief.

15.2.1 Nowwithstanding Section 15 1, Signatory shall be relieved of i its ahlugatsm o
participate in the Dispute Resolution Process if Signatony: iﬁ} makes a good
faith determination thatis based upon available information ar other
‘evidence that another QHIN's or its Partmﬁants’ of Subparticipants’ acts or
omissions will violate Section 7.1 or cause irreparable harm to Signatory or
another organization or person [e.g., another QHIN or itz Participant or an
Individug!); and {ii} pursues immediate injunctive relief against such OHIN or
its Participant or Subparticipant By a coury of competent jurisdiction in
accordance with Section 19.3. Signatory must notify RCE of such action
within rwo {2} business days of filing for the injunctive relief and of the result
of the action within twenty-four {24} bours of 3 court of competent
jurisdiction granting or denying injunctive relief.

153;2 I the injunctive relief sought in ﬁacﬁt'm 153 i nat grante@ and Signatory
chooses to pursue the Dispute, the Dispute must be submitted to the Dispute
Resolution Process in accordance with Section 15. 1.

Activities during Dispute ﬁﬁmuﬁm Propess.: The pendency of a Dispute under this
Common Agreement has no effect on either Party's obligations herein, unless
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Signatory terminates its rights Iy accordance with Section 17.3 1 or s suspended in
accordance with Section 17.4.2,

Implementation of Agreed Upon Besolution. I, at any point during the Dispute
Resolution Process, Signatory and ali other parties to the Dispute accept a proposed
resolution of the Dispute, Signatory and RCE each agree to implement the terms of
the resolution within the tmeframe ags*eeé 1o in the resolution of the Dispute, to
the extent applicable to each of mem

Reservation of Rights. If, following the completion of the Dispute Resolution
Process, in the opinion of either Party, the Dispute Resolution Process failed to
adeguately resolve the Dispute, @ Party may pursue any remedies availabletoitina
court of competent jurisdiction inaccordance with Section 19.3.

Escalation of Certain Disputes to ORC. Except for RCE suspension or termination
decisions subject 1o Section 16 of this Common Agreement, if Signatory has reason
1o befieve that: {ij the RCE is-acting in a Discriminatory Manner of in violation of the
RCE's conflict of interest policies; or (i) the RCE has not acted in accordance with its
phbligations sta:ted inthis Common Agr@emem then Signatory shall have the right,
o its own behah‘ and on behalf of s F‘amnpants and Subparticipants, 1o make @
complaint to ONC. The complaint: shall identify the partiesto the Dispute, &
description of the Dispute, a surnmarny of each party’s position on the ssues induded
inthe Dispute, the final disposition of the Dispute, and the basis for the BCE's

-alleged misconduct The BUE and Signatony s‘haﬁfeam also promptly provide such

additional information as may be reasonably requested by ONC in order to consider
and resolve the issues raised for review. Since this complaint may include PHland
may include Confidertial Information; the RCE will work with ONC to develop
mechanisms to protect the confidentiality of this information.. Such protective
mechanisms and the process for escalating a complaint to ONC are set forthinan
S0P

Beporting of Anonymized Dispute Information to ONC. As part of the RCE's

commidnications with ONC, within fifteen [15) business days after the end of each

calendar guarter, the RCE reports the mii@wmg information relating to each Dispute
that has been submitted through the Dispute Resclution Process in an anonymized
format to ONC: (i} identification of whether the parties to the Dispute are OHIN{s)
only, or whether the Dssg}sm: also involves Participantis) or Enhﬂammpant{ﬁ lilla
description of the {}EE{KE with reasonable meuﬁntvg, and x{m) the ﬁna% dispesition of
the Dispute.

16. Appeals to ONC.
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Signatory may appeal the following decisions of the REE 1o ONC:

16.1.1 Suspension of a Signatory or Suspension of 8 ﬁ*gnamng“ 5 Pﬁmﬂmm ar
Subparticipant; and

16.1.2 Termination of a Signatory's Common Agresment by the RCE.
ONC anticipates publishing regulations to address the appeals of any of the RCE's

decisions listed in Section 16.1. ONC anticipates issuing sub-regulatory guidance to
address those appeals while formulating regulations. Until ONC's regulations ‘

goverming those sppeals are fnalized and effective, the subrepulatory guldeance

ONC issues shall be binding under this Common Agresment.

17. Term, Termination and Suspension.

171

a7.2

1}*_3

1733 Termination by Sig

Term. misk Commpn Agreement shall commence on the CA ERective Date snd shall
remain in effect until it is terminated by either Party in accordance with the terms of

—this Common Agreement.

intentionally Omitted.

Termination.

ry. Signatory may terminate this Cormmon Agreement
at ahw time without cause by providing mmw {901 days' mm&' written notice
to RCE. Signatory may also terminate fﬂr cause if the BCE commits 2 material
Bresch of the Commaon Agresment, and the RCE fails to cure its material
breach within msm' {30} days of Signatory providing wyitten notice to BCE of
the material freach; provided, however, that it BCE is diligently wm'kmg to
cure its material breach at the end of this thirty {30} day penod, then
~Sagnamw must pnmmd& the RLE with up to another mm {30 daysio
mmme’e& its cure.

1732 Termination by z:!he BCE. RCE may not terminate this Common Agresment
except as provided by Section 4.2, this Section 17.3.2, or Section 17 3.3 of
this Common Agreement. RCE may terminate this Commuon Agreement with
immediate effect by giving notice to Signatory i i) Signatary isin material
breach of any of the terms and conditions of this Common Agmﬁmem and
fails to remedy such breach within thirty {30} days after receiving notice of
such breach; provided, however, that if Signatory is difigently working to cure
its miaterial breach at the end of this thirty- (30-) day period; mea RCEmust
provide Signatory with up toanother thirty (30 days to cﬁmmsﬁe its ure; or
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{ii} Signatary breaches a material provision of this Common Agreement
where such breach is not capable of remedy. ;

17.3.3 Termination by RCE if the RCE Ceases to be Funded. The Parties
acknowledge that the RCE's activities under this Commaon Agreement are
supported by DNC funding. IF this funding ceases, there are no guarantees
that the RCE will continue uniess a financial sustainability model has been
put in place. i federal funding ceases, or if the available funding is not
sufficient to provide the necessary funding to support operation of the BCE
and there 5 no successor RCE, then the BCE may terminate this Commion
Agreement by providing one hundred snd sighty {180} days’ prior written
notice 1o Signatory.

1734 Termingtion by Mutusl

regment. The Parties may terminate this Common

Agreementat any time and for any regson by mustual, written aégmm:ena

{1

(i}

(i}

Upon termination of this Common Agreement for any reason, RCE
shall promptly remove Signatory and its Participants and
Subparticipants fram the RCE Directory Service and any other lists
of OHINS that RCE maintains. Signatory shall implement the
technical mechanismis) necessary toensure that its Participants”
and Subparticipants’ ability to participate in TEFCA Exchange is
terminated upon termination of this Common Agreament.

Upon ermination of this Common Agreement for any reason,
Signatory shall, without undue delay, (3] remove all references
that identify it as 2 OHIN from all media, and [b) cease all use of
any matarial, incleding but not limited to producy manuals,
marketing iiterature, and web content that identifies it as 3 OHIN
Within twenty {201 business days of tepmination of this Comman
Agreement, Signatory shall confirm to BCE, in wiiting, that it has
complied with thiz Subsection 173501

To the extent Signatory stores TI, such Tl may not be
distinguishable from other information maintained by Signatory.
When the Tl is notdistinguishable from other information, itis
not possible for Signstory to return or destroy T1 it maintains dpon
termination or expiration of this CommonAgreement. Upon
termination or expiration of this Common Agreement, if Signatory
is subject 1o Section 11 of this Common Agreement, such sections
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1741 Suspension |

1747 Selective Suspension by Si

shall continue to apply so long as the information would be ePHIE
maintained by a Covered Entity or Business Associate. The
protections réquired under the HIPAA Security Rule shall also
rontinue to apply to 3l THthat is ePHI regardiess of whether
Signatory is 8 Covered Entity or Business Associate.

{v}  Innoevent shall Signatory be entitied to any refund of any fees
that it has paid the RCE prior ta termination.

(v} The provisions set forth in this Section 17.3.5 are in addition to
those survival provisions set forth in Section 18 16

Suspension.

¢ RCE. RCE may suspend Signatory’s ability to engage in TEFCA
Exchange if RCE determines, Tollowing completion of a prefiminary
investigation, that Signatory is responsibie for a Threst Condition or in

accordance with Section 17.4. RCE will make a reasonable effort 1o m‘m‘v

Ssgnamw in sdvance of BCE's intent to mss:semi Signatory, indluding notice of
the Threat Condition giving rise to such suspension. If advance notice i not
reasonably practicable under the circumstances, the RCE will notify Signatory
of the suspension; and the Threat Condition giving rise thersto, 35 500Mas
practicable following the suspension. Upon suspension of Signatory, RCE will
work collaboratively with Signatory to resolve the issue leading to the:
suspension. BCE shall adopt an S0P to address specific requirements and
timelines related to suspension.

Brory. - Signatory may, ingood faith and to the
extent permitied by Applicable Law, determine that it must suspend
exchanging with another GHIN, Participant, or Subparticipant with which it is
ptherwise required to exchange in accordance with an S0P because of
reasonable and legitimate concerns related o the privacy, security, anfuraw,
or guality of information that is exchanged. I Signatony makes this
determination, it is reguired to promptly notify the BCE and the OHIN that
Signatory is suspending of its decision and the reason{s) for making the
decision. I Signatory makes the decision to suspend, it is required, within
thirty {30 days, to inftiate the Dispute Resplution Process in order to resolve
whatever issues led to the decision to suspend, or end its suspension and
rEsirne exchanging with the other GHIN. Provided that Signatory selectively
suspends exchanging with another OHIN in accordance with this Section
17.4.2 and in accordance with Applicable Law, such selective suspension shall
not be deemed a violation of Sections 6.2.2 or 9.4,
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17.4.3 Additional Suspension Bighes of BCE. Notwithstanding anything toothe
contrary set forth Berein, the RCE retains the rght to suspend any TEFCA
Exchange activity (i} upon ten {10] days’ prior notice if the RCE determings
that Signatory has created s situation in which the BCE may suffer material
harm and suspension is the only reasonable step that the RCE can take to
protect itself; or [ii] immediately If the RCE determines that the safety or
security of any person or the privacy of security of T or Confidential
Information is threatened. 1o the case of an immediate suspension under
this Séﬂﬁm 17.4.3, the RCE will provide notice as soon as practicable
folicwing the suspension.

17.4.4 Effect of Suspension. The suspension of Signatory's ability to participate in
TEFCA Exchange pursuant to this Section 174 has noeffect on Signatong's
otherobligatons hereunder, including, without limitation, obligations with
respect o privecy and security. During any suspension pursuant o this
Section 17.4, Signatory’s inability to exchange information under this
Comemon Agreement or comply with those terms of this Common Agreement
that require infarmation exchange shall not be deemed & breach of thas
Common ﬁg‘rﬁemem T the event of suspension of Signatory's amﬁm‘ o
p&mmpate in TEFCA ﬂmange Sienatory shall communicate to s
Participants, and reguire that they communicate to their Subpartidpants,
“that all TEFCA Exchange by or on behalf of Signatory’s Participants and
Subparticipants will also be suspended during any period of Signatory’s
suspension. . Signatory is responsible for having and implementing the
technical mechanismis) necessary to ensure that its Participants” and
Subparticipants’ ability to participate in TEFCA Exchange is suspended during
the period of Signatory’s suspension from TEFCA Exchange.

17.4.5 RCE Suspension of Participant or Subparticipants. To the extent that RCE
determinges that one of Signatony’s Participants or Subparticipants has done
something or failed to do something that results in'a Threat Emmmn RLCE
miay suspend, or the RCE may direct that Signatory suspend, that )
‘Participant’s or Subparticipant's ability to engage in TEFCA Exchange. In the
event that the BCE directs Signatory to suspend 8 Participant or
Subparticipant based on {a) the RCE's determination that suspension or
rermination is warranted based on (i) an alleged violation of such Framework
Agreement or of Applicable Law by the party/parties; (i) a cognizable threat
1o the security of TEFCA Exchange or the information that the RﬂEir&mna&iy
believes is T or [0} such suspension i5 in the interests of national security as
directed by an agency of the United States governmment, then Signatory must
effectuate such suspension as soon as practicable and not longer than within
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18. Fees.

181

twenty-four {24] hours of the RCE having directed the suspension; unless the
ACE specifies o longer pedod of time is permitted to efeciuate the
suspension: and (bl any reason other than those insubsection {al, then
Signatory rmust effectuate SUSPEnsion 35 SO0k 85 practicable.

Surcessor BCE and Transition. Signatory agrees that ONC has the right to select anwy
successor REE or to act as an interim BCE until such successor RCE has been
selected. Signatory further agrees to work cooperatively with the RCE and any
interimy or successor RCE selected w ONC. Additionally, Signatory shall continue to.
ahide by the provisions nf this Commus Agresment during the transition 1o any
interim or successor RCE.

HiNs to the RCE. Signatory shall pay the fees set Torth on Schedule 1

‘attached hereto {the "QHIN Fees™). RCE shall invoice Signatory for all Feesin
~accordance with Schedule 1. Unless otherwise set forth in Schedule 1, invoices shall

be due and payable by Signatory within sixty (B0} days after receipt thereof unless
Signatory notifies RCE in writing that it is contesting the accuracy of the inveice and
identifies the specific inacouracies that it asserts.. OHIN Fees contested under this

Section 1&1 shall be resolved between Sienatory and RCE as stated i inthe applicable.

S0P, Otherthan with regand to invoiced amounts that dre contested in good faith,
any collection costs, attorneys’ fees or other expenses reasonably incurred by RCE in
collecting amounts due under this E@mmm Agreement are the ms;mmxmm of
Signatory. I Signatory fails to pay any undisputed OHIN Fees when due hersunder,
RCE has the right to suspend of terminate Signatory's ahility o pamx:mate nany
exchange activity under this Comimon Agreement. Prior to taking any action ggainst

“Signatory for non-payment, incheding suspension, RCE shall provide Signatory ten

(10} davs’ priorwritten notice. If Signatory makes payment within ten {10} days of
receiving written notice, RCE will niot suspend Signatory’s ability to participate in any
exchange activity under this Common Agreement. If Signatory fails to make
payment within ten {10) days of receiving notice, then the RCE may implement the
suspension or may termingte Signatory’s abilivy to participete in any exchange
activity under this Common Agreement.

18.1.1 Changes to QHIN Fees. Schedule 1 may be updated by the BCE from timeto-
time in relation 1o apz&;atmnaf msts availability of ONC Tunding, and other
market factors in order to ensure the sustainability of the activities
conducted under the Framework Agreements Inlight of the foregoing,
changes to Schedule 1 are notsubject to the change management process
set forth in Section 5. The RCE shall provide Signatory not less than ninety
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182

183

{20} days’ advance written notice of any adjustments to the QHIN Fess set
forth in Schedule 1.

Fees Charged by QHINS to Other QHINs. Signatory is prohibited from charging fees.
to other OHINS for any exchange of information using the Designated Network

Semices.

ed by QHINs, Participants or Subparticipants. QHINs, Participants, and
Subparticipsnts that operate a Responding Node may charge fees to an Initiating
Mode when Responding to Queries through TEFCA Exchange as defined in an

-applicable 30F. The foregoing shall not prohibit Signatory from charging its

Participants or Subparticipants fees for use of its Designated Network Services.

19. Contract Administration.

191

182

183

Authority to Execute. Signatory warrants and represents that it has the full power
and authority to execute this Common Agreement and that any representative of
Signatory who executes this Common Agreement has full power and authority to do
sooon behalf of Signatory.

HMotices. All potices to be made under this Comman Agreement shall be givenin
writing to Signatory at the address for legal notice specified in its QHIN Application
and to the BCE at The Sequoia Project 8300 Boone Blvd., Suite 500, Vienna, Virginia
22187 or ree@sequolaproject org, and shall be deemed givers (i) upon delivery, if
personally defivered: (i} upon delivery by overnight delivery service such as UPS or -
FEDEX or another recognized commercial carrier: [iil) upon the date indicated on the
retum receipt, wheﬂ sent by the United States Postal Service Certified Mail, retum
receipt requested; or (i} if by facsimile telecommunication or other form of
electronic transmission, upon receipt when the sending facsimile machine or
electronic mail address receives confirmation of receipt by the receiving facsimile
machine or electronic mail address. Either Party may update its address for notice
by providing notice to the other Party in accordance with this Section 15.2.

Governing Law. Forum, snd Jurisdiction:

19.3.1 Conflicts of Law and Governing Law. In the event of a Dispute between
Signatory and the RCE, the applicable federal and State conflicts of law
provisions that govem the operations of the Farties shall determine
governing law. )

19.3.2 lurisdiction and Venue. The R‘CE, currently a ngma nmmﬁr mmﬂsmﬁm,
and Signetory each hereby submits to the exdusive jurisdiction of any State

43



Federal Register/Vol. 89, No. 85/ Wednesday, May 1, 2024/ Notices

35151

194

195

196

87

or federal court sitting in the Commonweaith of Virginia within twenty-five
{253) miles of Alexandria, Virginia ir any legal proceeding arsing out of or
relating to this Common ‘Agreement unless othenwise reguired by Aﬁpisc&bée
Law. The HCE and Signatory each agrees that all daims and matters anising
out of this Common Agreement may be heard and determined in such court,
and each Party hwehv walves ary right to object to such filing on grounds of
improper venie, Jorum nen-conveniens, or other venue-related grounds.

1833 Intenti

k 3934 Soversign immunity. Mo provision within ’{NE; ﬁ:\mmm Agreement inany

Wiy constitutes & wialver by the United States Deparoment of Health snd
Human Services or any other part of the federal government of sovereign
rmmnity or any other applicable immunity from suit o from liability that
the United States Department of Health and Human Services or other part of
the federal government miay have by operstion of law.

Assignment. Mone of this Commorn Agreement, inchuding but not imited 1o any of
thee rights created by this Common Agreement, can be transterred by sither Party,
whether by assignment, menger, other operation of law, change of controd of the
Party or othenwise, without the prior written approval of the other Party.
Hotwithstanding the fﬂmg@mg, iFONC selerts another organization to serve as the
RLCE, then RCE shall assign this Common Agreement to the successor RCE oran
interim RCE as directed by ONC and consent of Signatory to such assignment shall
not be required. Signatory understands and agrees that no interim or successor RCE
shall have any obligation or liability for any act or omission of The Sequoia ngen in
connection with this Common Agresment or any of the other Framework ;
Agresments prior to the termination of The Sequoia Project’s status a5 the RCE.

Force Majeurs. Neither Party shall be responsible for any delays or failures in

- performance caused by the pocurrence of events o other drcumstances that are

beyondits reamaabie control afeer the sxercise of mmmema!w reasonable efforts
to either pravem or mmgate the effect of any such ocourrence orevent.

Swuy if any provision of this Common dgreement ihﬁzﬂ be adjudged by any

tourt of competent jurisdiction to be unenforceable or invalid, that pfwssmn shall
be struck from the Common Agreement; and the remaining provistons of this
Commaon Agreement shall remain in full force and effect and enforceable.

Counterparts. This Common Agreement may beexecuted inoneormore.
counterparts, each of which shall be considered an original counterpart, and shall
become a binding agreement when sach Farty shall have executed one counterpart,
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195

18310

=1l

1812 F

1813

LCaptions. Captions appearing in this Common Agreement are for convenience only

Cand mﬁmm not be deemed 1o ﬂxumms Himit, or m%mm@ the provisions of this Comiman

Agreement.

independent Parties. Nothing contained in this Common Agreement shall be
deemedor tonstrued as creating 2 joint venture or partnership between Signatory
and BCE.

Actsof Conwactors and Azents. To the extent that thie acty or omissions of a Pany’s
agent{s) or contractor{s}, or thelr subcontraciors), result in that Party’s breach of
and liability under this Common Agreement, said breach shall be deemedtobe a
breach by that Party.

Entire Asreement: Wailver. This Commaon Agreement, together with the OTF, 30Ps,
and all other attachments, exhibits, and artifacts incorporated by reference,
corntaing the entire understanding of the Parties with regard to the subject matter
contained herein. The faillure of either Party to enforce, at any time, amy provision
of this Common Agresment shall not be construsd 1o be @ walver of such provision,
nor shall it in any way affect the validity of this Comman Agreement or any part
hereof or the right of such Party thereafter to erdorce each and every such
provision. Mo walver of any breach of this Common Agreement shall be held to
constitute @ waiver of any other or subseguent breach, nor shall any delay by either

Party to exercise any right under this Common Agreement operate as a walver of

any such right.

sreament. Except as provided in Sections 7.4 and Section 15, nothing in
%ﬁ ﬁaaag Agreement shall be construed to restrict etther Party's right to pursue

all «maﬁaﬁm avallable under law for damages or other relief arising from acts or

omissions of the RCE or other QHINS or their ﬂmaﬁﬁmmﬁm or Subparticipants related
to the maaa% Agreement, or to limit any rights, immunities, or defenses to which
mﬁm:m»d% may be ,mnwama sgnmﬁ Applicable Law.

Priority. Inthe event of any conflict or inconsistency between Applicable Law, 3
provision of this Common Agreement, the (ITF, an SO, or any implementation

plans, mc&maﬁm documents, or mﬁmq materials or documentation the BCE Bwﬁmm
_available to OHINS, ﬁmnﬁﬁmam or mawmmﬁnﬁmzﬁ ammmaﬁm the operations or

activities conducted under the Framework Agreements, the following shall be the
order of precedence for this Common Azreement to the extent of such conflict or
inconsistency: {i} Applicable Law; (i} the Commen Agreement; {il) the ToP; {iv] the
ﬁdﬂ {v} the Dispute Besolution Process, as set Torth herein and further detailed in
an S0P {vi) all a@%« S0Ps; {vil]all other mﬂm%amaﬁ exhibits, and artifacts
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19.14

1915

1816

incorporated herein by reference; and {vill) other RCE plans, documents, or
materials made available regarding activities conducted under the Framework
Agreements.

HIN Time Periods. Any of the time periods relating to the Parties hereto thet are
specified in this Common Agreement may be changed on 3 case-by-case basis
pursuant to the mutual written consent of the Parties, provided that these changes
are not undertaken to adversely affect another OHIN and provided that these ‘
changes would not unfairly benefit either Party 1o the detriment of others
participating in activities under the Framework Agreements. Time periods that
pertain to ONC may not be changed, except by ONC, including the tirhe periods for.
ONE review of proposed changes to the Common Agreement, the (TF, or 50Ps that

are set forth in Section &

Remedies Cumulative. The rghts and remedies of the Parties provided in this

-Comman Agreement are ouriulative and are inaddition to any other fehts and

remedies provided by Applicable Law.

Survival of Rights and Obligations. The respective rights, obligations, and liabilities
of the Parties with respect to 8085 or omissions that ocour by either Party prior to the
date of expiration or termination of this Common Agreement shall survive such
expiration or termination. Following any expiration or termination of this Commaon
Agreement, the Parties shall thereafter cooperate fully and work ditigenthy in good
faith to achieve an orderly resolition of all matters resulfing from sich expiration o
termination.

19.16.1" The following sections shall survive expiration or termination of this
Common Agreement as more specifically provided below:

0 The following sections shall survive in perpetuity following the
expiration or termination of this Commeon Agreement: Sections
7% Limitation of Lisbility: 15,2 Notices: 19.3 Goveming Law,
Foruim, and Jusisdiction: 196 Severabiling: 159 ﬁmagiﬁﬁdmt
Parties; 1910 Acts of Contractors and Agents; 19.11 Entire
dgreement; Waiver; 1917 Fffect of Agreement: 10,13 Priority:
and 12.15 Remedies Cumulative.

i} The following sections shall survive for a period of six (6] vears
following the expiration or termination of this Common .
Agresment; Sections 7.1 Confidential information: 7.2 Disclosurs
of Confidential information; 7.4.1 Staterment of General Frindple;
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12.3 TEFCA Security Incident Notification; and 14.1 Transparency -
Acress to Participant/Subparticipant information.

Alii)  The following section shall survive for the period specifically
stated in such section following the expiration or termination of
this Common Agreement: Section 17,35 Effect of Termination of
Common Agresment.

{iv).  Tothe extent that Signatory is an [AS Provider, the provisions set
) forth in Section 10.5 shall survive following the termination or
expiration of this Commaon Agreement for the respective periods
set forth therein.

I WITHESS WHEREOF, the Parties hereto, intending legally 1o be bound hereby, have
executed and delivered this Common Agreement as of the date first above written.

RCE: THE SEQUOIA PROJECT, INC.. Signatory:
k Signature Signature

By By

Title: Title:

Bate: : Bate:

A7
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Exhibit 1 to the Common Agreement for Nationwide
Health Information Interoperability

Participant/Subparticipant Terms of Participation
Version 1.0

April 2024
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Participant/Subparticipant Terms of Participation

Introduction:

Section 4003 asf the 21st Century Cures Act directed the U5, Department of Hﬁaﬁh and
Hurmnan Services {"HHS") Mational Coordinator for Health Information Technology to, Ui
colizboration with the Mations! Institite of Stendards and Technology and uth&rféievam
agencies within the Department of Health and Human Services, for the purpose of ensuring full
network-to-netwaork exchange of health mﬁ:ammm convene public-private and pumfc—pumic
garmeshms 1o buikd consensus and develop or support 8 trusted exchiange fmmﬁwm
including 8 common agreement among bealth information networks nationally” {the "Tnsted
Exchange Framework and Common Agresment™™ or TEFCA™). The common agreement
referenced in the foregoing sentence is the Commaon Agreement for Nationwide Health
information interoperability entered into by each Qualified Health Information Network™
{“&HIN““"} that has been Designated to participate in TEFCA. The Common Rgreemem
reguires that every OHIN mmrmuﬁﬁy obligate their TEFCA Pammpams wiho it ane
requined to contractually obligate their Subparticipants to comply with the
Participant/Subparticipant Terms of Participation {"ToP").

‘Upstream QHIN, Participant, or Subparticipant {"0P5"), as defined below, must ensure.
that these ToP are inchuded, d;rectﬁy' or by reference, ina legaily enforceable contract in whst:h
the Upstream OPS binds its Partidpants and Suhgamcmants These TaP must be presented
and entered inte WITHOUT modification, gxcept that Upstream OPS shiould insert its name in
the highlighted field{s} below and the name of the OHIN if Upstream OPS isnota QHN and
may, but is not required to, add signature lines to the endof these ToP. Forthe avoidance of
doubt, the foregoing is net mtmde& o prohibit Upstm&m PS5 from imposing additional terms
upon its Participants and/or Subparticipants, provided any such terms do not conflict with the
ToP with respect 1o TEFCA Exchange. ‘

Pmic&ta@mﬁuhmmdmm Terms of Participation:

INAME OF BPEIREAM {i@“SE {"Upstream OPS"} participates in TEFCA by providing
technical and/or govemance services to its Participants and/or Subparticipants to facilitate
their ability to engage in TEFCA Exchange consistent with all applicable legal and mntmcmaz!
reguirements. {@mtream OPSisa OHIN oR upmeam 0PS iz a Partidipant or Suhmmcimnﬁ of
[QHINL] Your organization {"You™) wishes to become a Participant or Subparticipant, as
applicable, of Upstream OPS so that You may participate in TEFCA Exchange..

&5 & Participant or Subparticipant, You agree to abide by these Famc:pamfmmammpam
Terms of Participation ["TeP"L

1. Definitions and Relevant Terminology.
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elined Teoms. Capitalized térms used in these ToP shall have the meaning set forth
below. Wherea deﬁmmm includes one or more citations 1o a statute, regulation, ar
standard, ‘the definition shall be interpreted to refer to such statute, regulation, azr
standard as miay be amended from time-to-time.

Applicable Laws: all federal, State, local, or tribal laws and regulations ﬁaeﬁ in effect
and applicable to the subject matter herein. For the avoidance of doubt,; federal
agencies are only subject to federal law.

Breach of Unencrypted Individually Identifiable Information: the acquisition;

- acoess, of Disdosure of unencrypied Individually identifiable Information maintained
By an 1A% Provider that compromises the security or privacy of the unencrypted
Indwvidually |dentifiable Information. ‘ ‘

Business Associate: has the mesning assigned 1o such term at 45 CFR § 150103,

Business Associete Agreement {BASI: 3 contract, agreement, or other arrangement
that satisfies the implementation specifications described within 45 CFR §
164.314{a) and 164.504{=}, as applicable.

Common Agreement: uniess otherwise expressly indicated, the Common
SAgreement for Nationwide Health Information Interoperability, the OHIN Technical
Framework [0TF), all Standard Operating Procedures {S0Ps), and all other
attachments, exhibits, and artifacts incorporated thersin by reference.

Confidential Information: any information that is designated as Confidential
Information by the Cf Discloser, of that 3 reasonable person would undsrstand 1o be
of 3 confidential nature; and s disclosed to-s O Recipient pursuant 1o 8 Framework
Agreement. Forthe avoldance of doubt, “Corfidential Information” does not
include electronic protected health information [ePHI, a5 defined herein, that is
subject to 5 Business Associate Agreement and/or other provisions of 3 Frameweork
BAgresment. ‘

Hotwithstanding any Izbel to the contrary, "Confidential Information”™ does not

“include any information that: {} is or becomes known puﬁhﬁy through no fauit of
the Ci Recipient: or {na is learned M the Rempient from 3 thivd party that the ¢
Recipient reasonably believes is entitied to discloss it without restriction; or (i) is
diready known to the O Recipient before recaipt from the Cf Discloser; a5 shown by

Cthe OF Recipient’s written records; or {iv} is indegmﬁarmv ﬂeweff»m;ecﬁhv i Recipient
without theouse of or reference to the € Discloser’s Confidential information, as
shovwwn by the T Recipient’s written records, and was not subject to confidentiality
restrictions prior to receipt of such information from the Ci Discloser.



35158 Federal Register/Vol. 89, No. 85/ Wednesday, May 1, 2024/ Notices

Confidentis! information {Cl) Discloser: a person or entity that discloses
Confidential Information.

Confidential information {C1) Recipient: 3 person or entity that receives Confidential
information.

“Connectivity Services: the technical services provided by a QHIN, Participant, or
Subparticipant o its Participants and Subparticipants that facilitate TEFCA Exchange
“andd are consitent with the requirements of the ther-applicable (HIN Technical ‘
Framework.

Covered Entity: has the meaning assiened to such termy at 45 CFR § 160,103,

Designated Metwork: the Health Information Network that @ OHIN uses 1o offer and
provide the Designated Network Services. ‘

Designated Network Governance Body: & {Epresematiaﬁe and particdipatory group or
groups that approve the processes for fulfilling the Governance Functions and
participate in such Governance Functions for Signatorny's Desigrated Network

Designated Network Services: the Connectivity Services and/or Governance:
Services.

Directory Entry{ies): listing of each Node controlled by a QHIN, Participant or
Subparticipant, which includes the endpoint resource for such Node(s) and any
pther organizationsl or technical information required by the OTF or an applicable
S0P, )

Disclosure {including its correlative meanings “Disclose,” “Disclosed,” and
“Disclosing”}: the release, transfer, provision of access to, or divulging inany
‘manner of TEFCA Information {T1) outside the entity holding the information.

Discover {including its correlative meanings “Discovery™ and “THscovering”): the
ﬁm“ day onwhich something is known to the QHIN, Participant, or Subparticipant, or
by exerdsing reasonable diligente would have been known, to the OHIN, Participant,
Subparticipant.

Discriminatory Manner: an act or cmission that is inconsistently taken or not taken
with respect to-any similarly situated OHIN, Participant, Subparticipant, Individual;
or group of them, wi’aeﬂm& itis @ competitor, or whether it is aifiliated with or has g
contractual relationshin with any other entity, o in résponse 1o an svent:

5%
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Elei:mmm Protected Health Information {ePHIE: has the meaning assighed to such
term at 45 CFR § 160,103,

Exchange Purpose or XP“ means the reason, 85 aumﬁ.iﬁd by a Framework
Agreement, induding the applicable 50Pi), fora tmnsmi&sim, Query, Use,
Disclosure, or Response transacted through TEFCA Exchange.

Framework Agreement|s): with respect to GHINs, the Commaon Agreement; and
with respect 1o a Participant or Subparticipent, the ToP.

FTC Rule: the Health Breach Notification Rule promulgated by the Federal Trade
Commission set forth at 16 CFR Part 318.

Government Benefits Determination: 3 determination made by any agency,
instrumentality, or other unit of the federal, State, local, or ribal government 85 to
whether an Individual qualifies for government benefits for any purpose ather than
health care (g, Social Security disability benefits) to the extent permitted by
Applicable Law. Disclosure of T for this purpose may require an authorization that
complies with Appliceble Law.

Government Health Care Entity: any agency, instrumentality, or other unitof the
faderal, State, local, or tribal government to the extent that it provides heaith care
“services {g.g., treatment) to Individuals but only 1o the extent that it is not acting as
a Covered Entity.

Goverpance Functions: the funciions, activities, and responsibilities of the
Designated Network Governance Body as set forth in an appliceble S0P

Governance Services: the governance functions described in an applicable SOP,
which are performed by 3 OHIN's Designated Metwork Governance Body for its
Farticipants and Subparticipants To faciitate TEFCA Exchange in wmmmnm with the
then-applicable requirements of the Framework Agreements.

Hea!?mﬁare Provider: meets the definition of such term in either 45 CFR § 171.102
orinthe HIPAA Rules at 45 CFR § 160.103.

Heslth Information Metwork (HIN): has the meaning assigned to the term “Health
information Metwork or Health Information Exchange” in the information b%w:kmg
regulations at 45 CFR E171L.102.
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HIPAA: the Health Insurance Portability and Accountability Act of 15396, Pub. Law
- 104-191and the Health Information Technology for Economic and Clinical Health Act
of 2009, Pub. Law 113-5. o

HIPAA Rules: the regulations set forth at 45 CFR Parts 160, 162, and 164.

HiPa& F’I’Wﬂf‘? Rﬂle the regulations set forth at 45 CFR Parts 160 and 164 Smpam
AandE

HIPAA Security Rule: the regulations set forth at 45 CFR Part 160 and Part 164,
Subpart €.

Mp&emmuﬂﬂ Date: the date sikty (80] calendar days after publication of memmn
2 of the Common Agreemam inthe Federal Regtmr

Individual: has the meaning assigned to such term at 45 GFR & I?i?:@i{aﬁ{?}; ~

Individual Access Services Incident (%&’S Incident):a TEFCA S.Ecumy Incident or'a
Breachof ﬁn@nwmed m:ﬁvmaaiﬁy Identifiable Information maintained by an 1a5
Provider..

Individual Access Service Consent {las ﬁm&e‘fst}: anlAS Provider's own supplied
form for obieining express written consent from the Individual in connection with
the [AS.

Individual Access Services Provider {IAS mek each OHIN, Participant, anei
Subparticipant that offers Indhidual Acoess Services [JAS)

Individual Acoess Services (1A%} the services pwwd&d toan Individual by a OHIN,
Participant, or Sam;mmmpmt that hasa sdérex:t contractual relationship with such
Individual in which the QHIN, P‘amcmam or Subpanmnam as applicable, agress 1o
satisfy that Individual's abmwm use TEFCA Exchange to acress, inspect, @bmm ar
transmit 3 copy of that Individual's Bequired Information.

Individually identifisble Information: information that identifies an Individual or
with respect to which there is a reasonable basis to believe that the information
could be used To idemtify an Individual.

Initiating Mode: a Node through which 3 QHIN, Participant, or Subparticipent
initiates transactions for TEFCA Exchange and, to the sxtent such transaction is 8
Query, receives  Besporise to such Qusty.
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HNode; a technical system that is controlled directly or indirectly bya OHIN,
Participant, or Subparticipant and that & listed in the BCE Directory Service.

Mon-HIPAA Entity [NHE}: a QHIN, Participant, or Subparticipant that is neither a

- Covered Entity nor & Business Associate as defined under the HIPAS Rules with
regard to activities under a Framework Agreement. To the extent a QHIN,
Participant, or Subparticipantis.a Hybrid entity, as defined in 45 CFR § 164.103, such
DOHIN, Participant, or Subparticipant shall be considersd 8 Non-HIPAA Erm‘w with
respect to TEFCA Exchange activities related to such QHIN, Participant, or
Subparticipant’s non~covered components.

ONC: the U5, Department of Health and Human Services Office of the National
Coordinator for Health Information Technology.

Participant: to the extent permitted by spplicable 30P(s). 8 U5, Entity that has
entered into the ToP in 2 legally binding contract with 3 QHIN to use the GHINS
Designated Network Services to participste in TEFCA Exchange in compliance with
the ToP.

Participant/Subparticipant Terms of Participation {ToP}: the requirements set farth
i Exiibiz 1 tothe Common Agresment. as reflected hersin, 1o which: OHINs must
contractually obligate their Participants to dgree; to which GHINs must contractually.
obligate their Participants to mm:aztﬁsa%w phiigate their Swhﬁamapanﬁ are

‘ Subparticipants of the Sutmamcmants toragres; in order to participate in TEFCA
Exch&;xge inchiding the OHIN Technical Framework [QTFL all apphicable Standard
Dperating Procedures {SOPs), and all other attachments, exhibits, and artifacts
incorporated therein by reference. ‘ ‘ ‘ ‘

?mfaw and Security Notice: an 1AS Provider's own supplied written privacy and
security notice that contains the information required by the applicable 50P(=]

. Protected Health Informstion (PHI): has the meaning assigned to such termat 45
CFR& 160103 ‘

Pubiic Health Authority: has the meaning a&&x@gm@j to such term at 45 CFR &
164.501.

OHIN Technical Framework [OTF): the most recent effective version of the
document that contains the technical, functional, privacy, and security reguirements
for TEFCA Exchange.
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Cualified Health Information Network [OHINE 1o the extent permitted by
applicatile S0Pz}, a Health Information Network that s a LS. Entity that has been
Designated by the RCE and & a party to the Common Agreement countersigned by
the RCE.

Query{ies} {including its correlative uses/tenses “Queried” and “Cuerying™): the
act of asking for iﬂfgmatim through TEFCA Exchange.

RLE Directory Service: a technical senvice provided by the RCE that enables QHINs to
identify their Nodes to enable TEFCA Exchange. The reguirements for use of,
inclusion in, and maintenance of the RCE Directory Service are set forth in the
Framework Agreements, OTF, and applicablie S0Ps.

Recognized Coordinating Entity® {RCE™): the entity selected by ONC that enters
into the Common Agreement with GHINs inorder 1o impose, 2t g minimum, the
reguirements of the Common Agreement, including the 50Ps and the OTF, on the
(IHINs and sdminister such requirements on an ongoing basis.

Required information: the Electronic Health Information, as defined in 45 CFR §
171.102, that is {i} maintained in a Responding Node by any QHIN, Participant, or
Subparticipant prior to o during the term of the applicable Framework Agreement
and {ii} relevant for a required ¥P Code, as set forth in the OTF or an applicable
S0Ps)

Responding Node: a Node through which the QHIN, Participant, or Subparticipant
Besponds 1o & received transaction for TEFCA Exchangs.

Responsels) {inchuding its correlative usesftenses “Responids,” “Responded” and
“Responding”j: the act of providing the information that is the subject of 2 Query or
ptherwise transmithing 3 message in response to 3 Query through TEFCA Exchange.

Standard Operating Procedurels) or SOP{s]: & written procedure orother provision
that is adopted pursuant to the Common Agreement and incorporated by reference
into the Framework Agreements to provide detailed information of requirements
related to TEFCA Exchange, im:luﬂmg all armendments therete. Eadh S0P identifies
the relevant group{s) to which the SOP applies, including whether Participants or
Subparticipants are required to comply with a given S0R. ‘

State:any of the several States, the District of Columbia, Puerto Rico, the Virgin
Istands, Guam, American Samoa, and the Northern Mariana Islands.

55
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Subparticipant: tothe extent permitted by applicable SOPs), 3 U5 Entity that has
antered into the ToP in 8 legaily binding contract with a Participant oranother
Subparticipant to use the Pamus:aant’ 5 or Subparticipant’s Connectivity Services 1o
participate in TEFCA Exchange in compliance with the ToP.

TEECA Exchange: the transaction of information between Nodes using an XP Code.

TEFCA Information [T1): any information that is transacted through TEFCA Exchange
exceptto the extent that such information is received by a OHIN, Participant, or
Subparticipant that is & Covered Entity, Business Associdte, or MHE that is exempt
from compliance with the Privacy section of the applicable Framework Agreement
and i< incorporated into such recipient’s system of records, at which poirt the -
information s no i@nger T with respect to such recipient and is governed by the
HipaA Rules and other Applicable Law.

TEFCA Security Incidents):
{i} An unauthorized acquisition, access, Disclosure, or Use of unencrypted Ti
usirg TEFCA Exchange, but NOT indluding any of the following:
@) Aoy unintentionsl acquisition, acoess, Use, or Disclosure of Thby e
Workforce Member or person acting under the authority of a
OHIN, Partidpant, or Subparticipant, if such scguisition, access,
Use, or Disclosare {1 was made in good Faith, i) waﬁ made by a
person acting within their ﬁ:{:pe of aumﬂnw fiii} was made to
another Workforce Member or person acting under the suthority
of mw OHIN, Participent, or 3ubnaﬂ:mpam and (v} doesnot
result in further acquisition, access, Use, or Disclosure in & manner
riot permitted under Applicable Law and the Framework
Agreements.
{b} - ADisclosure of Thwhere 3 OHIN, Participant, or Subparticipant has
& good faith belief that an unauthorized person to whom the
Disclasure was made would not reascnably have bean able to
retain such information.
il A Distlosure of T that has been de-identified i m arcordance with
;  thestandard st 45 CFR § 164.514{b). ;
{#i}: Other security events {e.g., ransomware Btiacks), a5 set forth in an S0P, that
adversely affect a QHIN's, Participant’s, or Subparticipant’s participation in
TEFCA Fuchange. ‘ ‘ ‘ ‘

Threat Condition: {i}a breach of a material pmwmm of a Framework ;&greemem
that has not been cured within fiftesn {15} days of receiving notice of the material
breach [ﬂf surh other period of time to which the Parties have @gr&s&ﬂ}, which notice
shall include such specific information about the breach that the RCE has available at
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the time of the notice; or {ii} 8 TEPCA Security Incident; or {ilf) @n event that RCE. 8
QHIN, its Participant, or their Subparticipant has reason to believe will disrupt
normal TEFCA Exchange, gither due to actusl compromise of or the need o rritigate.
demonstrated vuinerabilities in systems or date of the QHIM, Participant; or
Subparticipant, as applicable, or could be replicated in the systems, networks,
applications, or data of another OHIN, Participant, or Subpartidpant; or [ any
event that could pose 3 risk to the interests of nationsl security as directed by an
agency of the United States government.

United States: the fifty {50) States, the District of E»séumhia, and the territories and
possessions of the United States including, without fimitation, all military bases or
other military instaliations, embassies, and consilates operated by the United States
govemment.

1.5, Entity/Entities: any corporation, limited Hability company, partnership, or other
legal entity that meets alt of the following reguirements:

{i}’ The entityis mgamz&d under the laws of a State or commonwealth of the
United States or the feders! law of the United States and is subﬁeci tathe
jurisdiction of the United States and the State or commonwealth under
which it was farmed; ‘

[ii} The entity's principal place of business; a5 determined under federal
comman low, is inthe United States; and

{iiil} None of the ent!w“ﬁ direciors, officers, or executives, and none of the owners
with a five percent (S%ng or greater interestin the entity, are listed on the
Specially Designated Nutional ond Biocked F‘ezrmﬁs List puhimheﬁ by the
United States Department of the Treasury's Office of Foreign Asset Control or
on the United States Department of Health and Human Senvices, Office of
Inspector Generals List of Excluded individuals/Entities.

Use{s} {inchuding correlative usestenses, such as “Uses,” "Used,” and “Using™)
with respect to TI, means the sharing, employment, application, utilization,
examination, or analysis of such information within an entity that maintains such
information.

Workforce Membeﬂs} any EMNWEEQ va!unmrs trainees, and other persons
whose conduct, in the performance of work for an entity, B under ’she ﬂm&t‘x control
of such-entity, whether or not they are paid by the entity.

XP Code: the code used to identify the APin any given transaction, as set forthinthe
applicable 30P(s).

5F
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ts, articipants. As set forth
inits dﬁﬁnﬁm aﬂﬁ in th& sﬂmu{tﬁw paragraph of these TaP, the term
*You" is used 1o refer to the specific entity that is a party to these ToP with
the Upstream OQPS [You and Upstream OPS may also be referred to herein
individually as & "Party™ or collectively as the “Parties”} Any and all rights
and obligations of 8 OQHIN, Participant or Subiparticipant stated herein are
binding upon all other QHINS, Participants, and Subparticipants that have
entered into a Framework Agreement. References herein to “QHINs,” *other
Participants,” “other Subparticipants, and similar such terms are used to
refer to any and all other prganizations that have signed 3 Framework

Agreement.

1.2.2 General Bule of Construction. For the avoidance of doubt, g referencetoa
specific secionof the ToP ina perticular section does not mean that other
sections of the ToP that expressly apply to You are inapplicable. & reference
inthese TaP to any faw, any rezulation; or 1o Applicable Law indludes any
amendment, mdyﬁcanm of rEplaCement 1o such !aw regulation, or
Applicable Law,

Terms of Participation for Subparticipants. You shall contractually obligate
your Subparticipants, if amy, tocomply with the ToP. Notwithstanding the-
foregaing, for any entity that became Your Subpam{mam prior tothe
implementation Date, You shatl (i contractually ﬂc}:aiigam sch *Ef*ﬂtlﬁ‘f o
comply with the. ToP within one-hundred sighty [180] days of the
Implementation Etsate provided that such Subparticipant is and rerfiaing a
party to the Participant Subpariicipant Agreement, a5 defined inand
required by Common Agreement Version 1.1, during such gsenmi or fit)
terminate such em’:nf& ebility to engage in TEFCA Exmrsge upan the earlier
of the date of termination of the existing Pamﬂpam-&;bpar;mpanz
Agresment or :me-hun&rﬁd {150} days after the Implementation Date.

123

2. Cooperation and Mon-Discrimination.

21 ‘mmm You understand and acknowiedge that numerous activities with
“respiect 1o the ToP will ikely involve the RCE, OHINS, and their Tespective
Participants and Subparticipants, as well as employess, apents, third-party
contractors, vendars, or consultants of each of them. You shall reasonably
cooperate with the RCE, ONC, OHINs and their respective Partidpantsand
Subgparticipanis inall matters refated o TEFCA Exchange, including any dispute
resolution activities in which You are involved. Exgmecmﬁm forreasonable
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cooperation gre set forth in an SOP. The costs of conperation to You shall be borne
by You and shall not be charged to the RCE or other OHINs. Nothing in this Section
2.1 shall modify or replace the TEFCA Security Incident notification obligations under
Section B3 and, iF agp&;f:abie the 145 Incident notification obligations under Section
£.3.2 of the ToP.

Nor-Discrimination.

221

223

223

Prohibition fAgzair ivity.  Upstream QFS shall not prohibit or attempt.
T prohibit You, ‘nor shall You or Upstream OPS prohibit or sttempt 1o
prohibit any of Your Subparticipants, ifany, from joining, exchanging with,
conducting other transactions with, or supporting any other networks or
exchange frameworks that use services gther then the Upstream OPS's
Diesignated Network Services or Your C@nnemmw Services, concurrently
with Your or Your Subparticipants” participation in TEFCA Exchange.
Nﬂmmﬁtami&ng the forepoing, this subsection does not prechude You from

including and enforcing reasonable term limits in the contracts with Your

Subparticipants related to Your Subperticipants’ use of Your {iam&:tmw
Rervices,

Mo Discriminatory Limits on Exchange of TI. Neither You nor Upstream OP%
shall engage in TEFCA Exthmg&, refrain from engaging in TEFCA Eochangs. or
Jimit TEFCA Exchange with any GHIN, Participant, Subparticipant, or
Individual in a Discriminatory Manner. Notwithstanding the foregoing, i€ You
refrain from engaging in TEFCA Exchange or limit interoperabifity with any
other QHIN, Participant, or Subpantidpant under the following
circumstances, Your actions of inactions shall not be deemed discriminatony:
{1} Your Connectivity Services require foad balancing of network trafficor
similar activities provided such activities are implemented in a consistent and
non-discrimingtory manner for a period of time no fonger than necessary o
address the network traffic issue; (i} You have a reasonable and good-faith
befief that the other QHIN, Pamtmam; ar Euhgamapant hias not satisfied or
will not be able to satisfy the spplicable terms of 2 Framework Agresment
{including mmpiaaﬂce with Applicable Law] in any material respect: andfor
{iii Your actions or insctions are consistent with or permitted by an
applicable SOF. One QHIN, Participant, or Subparticipant wspemdmg ns
exchange activities with snother OHIN, Participant, or Subparticipant in
accordance with Section 17.4.2 of the Common Agreement or Section 10045
of the ToP, as applicable; shall vot be deemed discriminatory.

dates to Connectivity Services. In revising and updating Connectivity
Services from time to time, You will use commercially reasonable effons to

59
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doso in accordance with generally sccepted industry proctices and to
implement any changes in @ non-discriminatory manner; provided, however,
this provision shall not apply 1o limit modifications or updates to the extent
that such revisions or updates are reqguired by Applicable Law or
implemented to respond promptly to newly discoversd privacy or security
threats.
324 MNotice of Updates to Connectivity Services. You shall implement a reporting
protocol to provide reasonable prios wiitten notice of all modifications or
updates of Your Connectivity Services 1o Upstream OFS and Your
Subparticipants if such revisions or updates are expected to adversely affect
Your ability to engage in TEFCA Exchange or require changes inthe
Connectivity Services of Upstream OPS or Your Subparticipants, regardiess of
whether they ars necessary dus to Applicable Law or newly discovered
‘privacy or security threats. ‘

3. ﬁmﬁdeﬁti&ﬁw and Accountabiling

32

Confidential Information. You and Upstream QPS each agree ta use and disclose all
Confidential Information received pursuant to these ToP only a5 authorized in these

“ToP and any applicable SOP(s) and solely for the purposes of perfarming its
-abligations under a Framework Agresment or the proper exchange of information

through TEFCA Exchange and for no other purpose. You and Upstream OFS may act
a5 a3 Cl Discloser and & €l Becipient, accordingly. A Cf Bedipient may disclose the
Confidential Information it receives only to its Workforce Members who require
such knowiedge and use in‘the ordinary course and soope of their employment or
retention and gre ohiigated to protec: the confidentiality of the O Discloser's
Confidential Information in a manner substantially equivalent to the terms required
herain for the treatment of Confidential Information. ¥ a C) Recipient must disclose
the Ci Discloser’s Confidential Information under operation of law, it may do so
provided that, to'the extent permitted by Applicable Law, the Cl Recipient gives the
1 Discioser reasonable notice to alfow the O Disdoser to ohject to such
redisclosure, and such redisclosure is made 1o the minimim Sxtent necessany to
comply with Applicabile Law.

Disclosure of Confidential Information. Nothing herein shall be interpreted to
prohibit Upstream OFS or the RCE from disciosing any Confidential Information to
ONC. You acknowledge that ONC, as a Federal government agency, is subject to the
Freedom of Information Act. &ny disciosure of Your Confidential Informationto:
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ONC o any ONC contractor will be subject to Applicable Law, as well g5 the
limitations, procedures, and other relevant Qmwgim&r of any opplicable SQF‘{S}_

‘matter of genera! ;mhﬂf, @ﬁﬁ wﬂi raqueﬂ only the ﬂmﬁﬁd set ﬂf CmﬁsiemnaE

Information that ONC believes is necessary to inform the specific facts and
dircumstances of a matter. The RCE will request only the limited set of Confidential
Information that the RCE believes is necessary to inform the specific facts and
drcumstances of 3 matter.

4, RCE ﬁkﬂ:mw Service and ﬂﬁ'ﬁt&m"if Entries.

4.1

4.2

Utilization of Directory Entries. The RCE Directory Service and Directory Entries
contained therein shall be used by QHINs solely as necessary 1o treate and maintain

‘pperational connectivity to enabls TEFCA Bxchangs. Upstream OPSis providing You

with access to, and the right to use, mfecmw Entries on the express condition that
You only use and disclose Directory Entry information 85 necessary to advance the
intended use of the Directory Entries or as required by Applicable Law. For example,
You are permitted to distiose Directary Entry information to Your Warkforce
WMembers, Your Subparticipant’s W@rkf@me Kiembers, andfor to the Workforce
Members of health information tecmmagy yendors who are engaged in as.&astmg
Youror Your Subparticipant with establishing and maintaining connectivity via the
Framework Agreements. Further, You shall not use another OPS's Directory Entries

“or information derived therefrom for marketing or any form of promation of Your

own products and services, unless otherwise permitted pursuant to an SOP. Inno
event shall You use or disciose the information contained in the Directory Entries in
7 tnanmer that shiould be reasonably expected to have a detrimental effect on ONC,
the RCE, Upstream OFS, Your Subparticipants, other OHINs, other Participants, other
Subparticipants, or any other individual or organization. For the avoidance of doubt,
Eﬁsreckm Em:nas are Confidential Information of the T Discloser except to the
extent such mmrmaum meets one of the exceptions to the definition of
Confidential Information. Nothing herein shall be interpreted to prohibit a OHIN or
Upstream OPS from publichy disdosing the identity of its own Participants or
Subparticipants.

“ToP Record. You must maintain a record of all ToPs inta which You enter with Your
Subparticipanis, if any, regardiess of whether such Subparticipants are listed in the

RCE Divectory Services. Such record must be provided 1o the RCE within four [4)
business days following the RCE s or Upstream OPS s written reguest undess such
other timeframe is agreed 1o by the RCE:

5. TEFCA Exchange Activities.

Bl
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32

53

5.4

55

Utilization of TEFCA Exchanze. You may oniy utilize Connectivity Senvices for
purposes of facilitating TEFCA Exchange. You may only utilize TEFCA Exchange foran
KB, Torthe extent there are Bmitations on what types of Participants or
Sub;am‘:ﬂpanm may transact TEFCA Information fora sw&ﬁt XP, such limitations
will be set forth in the applicable SOP{s). All TEFCA Em':%mnga is gwemed by and
must comply with the Framework Agresments goveming the QHINs, Participants,
and Subparticipants engaging in the TEFCA Exchange.

To the extent that Upstream OPS provides you with access to other health
information exchange networks, these ToP do not affect these other activities or
the reasons for which You may réguest and exchange information within these

~ other networks. Such activities are not in any way limited by the Framewark

Agreements provided the transactions are not TEFCA Exchange.

Uszex. ?aumay Use T inany manner that: (i) s not probibited by Applicable Law; {§)
is consistent with Your Privacy and Security Notice, if applicable; and {iii} s in-
accordance with Sections 7 and B of these ToP.

Disdosures. You may Disclose T1 provided such Disclosure: i} is not prohibited by

ﬁp@&c@h%& Law; (1} is consistent with Your Privacy and Security Huotice, if app!tcame
and {§i} is in accordance with Sections 7 and 8 of these Tob.

i Res:gmmes Except as otherwise set forth in an apmtcahie B0P, Your Remmdmg
Wodes must Respond to Queries for all XF‘ Codes thatare identified as Trequired.” in

the applicable SOP{s). Such Response must include all Required information.
Notwithstanding the foregoing, You may withhold some or all of the Beguired
Information to the extent necessary to comply with Applicable Law.

Special Lesa! Requirsments, ] and to the extent Applicable Law requires that an
Individual either consent 1o, approve; or provide an authﬂnzat;&n for thie Use or
Disclosure of that Individual's information to You, such as a more smngemmseral
or State law relating to sensitive health information, then You shall refrain from the
Use or Disclosure of such information in connection with these ToP unless such
Individual’s consent, approval, or authorization has been obtained consistent with

‘the requirements of Applicable Law and Section 7 of these ToP, including, without
Tisnitation, communicated pursuant to the access consent policy(ies) desoribed in the

OTFor applicable SDP{s). Coples of such consent. approval, or authorization shall be
mizintained and transmitted pursuant to the process described in the OTF by

- whichever party is required to obtain it under Applicable Law, and You may make

such copies of the consent, amxmval or suthorization available eimmmca&i? o any
QHIN, Participant, or Subpa riicipant in accordance with the OTF and to the extent

Bl
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-permitted by Applicable Law. You shall maintain written polices and procedures to

allow an imimslmi o rwa’me such mnsem approval or authorizationan a
prospective basis. f You are an 1AS F*mwder the iﬂmeg@mg shali not m interpreted
to modify, replace; or diminish the reguirements set forth in Section & of these ToP

-and any applicable 30Ps) for obtaining an Individual's express wiitten consent.

Individual Access Services.
6.1 IAS Offering(s) You may elect to be an IAS Provider by offering 1AS to any Individual

in accordance with the requirements of this section and in accordance with all other
provisions of these ToP and applicable SOP(s). Mothing in this Section & shall modify,
terminate, or inany way affect an Individual's right of access under the HIFAK
Privacy Rule at 45 CFR § 164.524 if You are a Covered Entity or a Business Associate.
Hothing in this Section & of these ToP shall be construed as modifying or taking
precedence over any provision codified in 45 CFR Part 171. An 1AS Provider shall not
profibit or attempt to prohibit any individual using the TAS of any other 1AS Provider
or from joining, exchanging with, conducting other transactions with any other
networks or ax{hange frameworks, using services other than the 145 Providers’
E&e&@mﬁt&d Network Services, cmma’femw with the QHEM‘& ?amzpam"s or

“Subparticipant’s par:mpa::m in TEFCA Exchange.

Indrvidual Consent. This Section 5.2 shall apply to You if Youw are an 1AS Frovider,
The individual reguesting 145 shall be responsible for completing the 1AS Consent.
The 145 Consent shall indude, 3t 3 minimurn: {i) consent to use the 185; (i} the
individual's acknowledgament and agresment to Your Privacy and Security Notice;
ardd {iil) 2 description of the Individual's rights to access, delete, and export such
Iindividual’s individually (dentifiable information. You may implement secure
electronic means {e.g., secure e-mall, securs web portall by which an Individeal may
submit the 185 ﬁaﬁsent You shall coliect the 1AS Consent prior to the Individual's
first use of the 1AS and prior 10 any subsequent use i there is any mamﬂaﬁ change in
the applicable 145 Consent, including the version of the Privacy and Security Notice
referenced therein. Nothing in the 1AS Consent may contradict or be inconsistent
with any applicable provision of these ToP or the S0P, I You are & Covered Entity
and have & Notice of Privacy Practices that meets the reguirements of 45 CFEE 5
164, 520, You are not required tohave g Privacy and Security Notice that mests the
requirements of the app&aa:a&%e SC?P Hothingin S‘mmm &reduces a mvemd Entity’s
obligations emﬁer the HIPAS Rules.

&3
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A5 Providers. o addition to meeting the

:apmntama setumy mqmmmmts ser forth in Section B, i You are an 1A% Provider,

Yous must further satisfy the m@uxremmts of this subsection.

531 Sm~ of &ecum iy R@mimmﬁm‘ﬁ, You must meet fthé applicable security
requirements set forth in Section B for all Individually Identifiable
Information You maintain as an 1AS Provider, regandless of whether such
information is TL

532 145 Incident Motice 1o Affected Individuals. I You reasonably believe thatan
individual has been affected by an IAS Incident, ¥ou must provide such
Individual with notification without unreasonable delay and in nocase later
than sixty {60) days Tollowing Discovery of the 1S Incident. The notification
reguired under this section must be written in piam fanguage and shall
include, to the extent possible, the information set forth in the applicable
S0Pzl Tothe extent You are already required by Applicable Law to notify
an Individual of an inddent that would also be an 145 Incident, this section
does not reguire duplicative notification to that Individual.

Survival for 145 Providers. This Section 6.4 shall apply to You if You are an 145
Provider. As betwesn You a5 an 145 Provider and an Individual, the 145 Provider's
obligations in the 145 Consent, including Your requirement 1o comply with the

i Pm%w and Security Motice and provide Individuals with rights, shall survive for so
Clong as You maintain such Individual's §nmmdu&%§y Identifiable Information. 1 You
‘were an 1AS Provider, the reguirements of Semm 6.3 shall survive tenmination of

these ToP for so long as You maintain individually Identifiable Information acquired
during the term of these ToP &5 an A5 Provider regardiess of whether such

~information isorwas TL

i | y Bule. i You are a NHE (bt not o the extent
mat You are acting a5 an entity entitled to make 2 vaemmm Benefits
Determination under Applicable Law; a Public Health Amhaﬂm of @ Government
Health Care Entity or any other type of entity exempted from compliance with this
Section inan applicable SOF), then You shall comply with the provisions of the

'HIPAA Privacy Rule listed below with respect to all Individually [dentifiable
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information as if such information is Protected Health Information and You are a
~Covered Entity.

LY

STLa

715

From 45 CFR § 164 502 General Bules:
= - Suhsection (8}{1)— Dealing mm‘pmnitteﬂﬁ@as and Disclosures, but
only to the extent You are authorized to engage in the activities
described in this subsection of the HIPAA Privacy Rule for the
applicable XP.
= Subsection a2 - Rmumm Disclosures to Individuals
»  Subsection {25 3 - Dealing with prohibited Uses and Disclosures

= Subsection (bl — Dealing with the minimum necessary standard

= Subsection (c} - Dealing with agreed-upon restrictions

- Subsection (di — Dealing with de-idemtification and re<identification of
information

= - Subsection {e] — Dealing with Business Associate contracts

= Subsection (T} — Dealing with deceased pemdm’ information

= “hubsection §g§ - @Ea%iﬁg with personal representatives

® Bubmmn thy— ﬁﬁaﬁmg with confidential mmmﬁmcamm

- Sub&&r:tmn m Dealivg with Uses and msrzﬁmumﬁ consistent with
notice

= - Subsection ([l — Dealing with Disclosures by whistleblowers

ired. ﬁ@mhmnﬁmg the foregoing,
the ;ammsmm af Secnmﬁ 4.2 shall control and this Section 7.1 3 shall not
a:}p&y with respect to You if You are an 145 Provider that s a NHE.

45 CER & 164510 Uses and Disclosures B n Doporiunity t

Diject. Notwithstanding the foregoing, an IAS Provider mﬁt isa PiHE Bt is
fiot @ Health Care Provider shall not have the right 1o make the permissive
Diisclosures described in § 164 51(z){3) - Emergency circumstantes;
provided, hawever, that an 1AS Provider is not prohibited from making sucha
Disclosure if the Individual has consented to the Disclosure pursuant to
Section b of these ToP.

Nnmmﬁﬂmmﬁtmg the fmegmngl an i3 Prw;ﬂer thati 53 NHE bm 5 nm &
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718

45 CFR§ 164532 Rightstof

Health Care Provider shiall niot have the right to'make the permissive
Disclosures describedin & 164.512{;} = Standarg: Distlosures about victims of
abuse, neglect or domestic violence, § 164.512 Subsection {d) - Standard:
Uises and Disclosures for health oversight activities, and § 164 512 Subsection
{i} - Standard: Uses and Disclosures To avert a serious mmatm healthor
safety; provided, however, thet an IAS Provider is not prohibited Trom making
sicha mi;tﬁﬁﬁﬂ!eisi i thﬁ individual has consented to the Disclosure(s)
pursdant to Section & of these ToP
From 45 CFR § 164.514, Other Requirements Relating to Uses and
Disclosures:
®  Bubsections {aj-c) — Dealing with deﬁiﬁentiﬁtaﬁm requirements that
render information not Individuatly Identifiable Information for -
purposes of this Section 7 and TEFCA Securnity Incidents
» Subsection éd} —Diegling with mia'ﬁmﬂm necessary rEQUIrements
= Subsection (e} — Dealing with Limited Data Sets

squest Privacy Protections.

S5 CFRE 164 524 Access of Individuals, except that an 1AS Provider that s a

HHE shall be subject to the requirements of Section & with respett 1o acoess
by individuals for purposes of 145 and not this Section 7.1.8.

45 CFR 4 164 528 Accounting of Disdlosures.

FLI0 From 45 CFR§ 164 530 Administrative Beguirements:

* Subsection () — Dealing with personnel designations
= Subsection (b} — Dealing with training

= Subsection {c} - Dealing with safeguards

*  Subsection {d) — Dealing with complaints

= Subsection (&) - Dealing with sanctions

= Subsection {f)— Dealing with mitigation ;

» . Suhsection (g}~ Dealing with refraining from intimidating or retaliatony

ars ;

= Rubsection {hi — Dealing with waiver of rights

= Subsection {ij — Dealing with policies and procedures
= Sphsection (j) = Dealing with documentation



35174 Federal Register/Vol. 89, No. 85/ Wednesday, May 1, 2024/ Notices

72

Written Frivacy Policy.  You must develop, gmgriﬁment make ;mh&tcw available, and
act in accordance with s written privacy policy describing Your privacy practices with.
respect to Individually identifiable information that is Used or Disclosed pursuant 1o
these ToP. You can satisfy the written privacy policy reguirement by including.
applicable content consistent with the HIFAA Rules in Your existing privacy policy,
ENCEDT A% ptherwise stated herein with respect 1o 145 Providers. i Youare a
Coversd Entity, this written privacy policy mmfamem: does ‘not supplant the HIPAA
Privacy Bule obligations to post and distribute & Notice of Privacy Practices that
meets the requirements of 45 CFR § 164.520. IfYou are & Covered Entity, then this
written privacy policy requirement can be satisfied by Your Motice of Privacy
Practices. I You are an 145 Provider, then the written privacy practices reguirement
must be inthe form of a Privacy and Security Niotice that meets the requirements of
Section 6.2 of these ToP. waﬁh&mmmg Section 111, to the extent the Signatory’s
wiritten privacy pa&:w is “more stringent” than the HIPAA Privacy Rule provisions

listed below, the written privacy policy shall govern. “More stringent” shall have the
meaning assigned 1o itin 45 CFR § 160,202 except the written privacy policy shall be
substituted for references to State law and the reférence to “standsrds,
requirements or implementation specifications adopted under subpart £ of part 164
of this subchapter” shall be limited to those listed below.

B, Security.

g1

B2

Security Controls. You shall implerment and maintain a;mmpmte SECUrity contrals
Tor individually tiennﬁasm& information that are commensurate with risks to the

: mﬁﬁﬁtn&mﬂw, integrity, amjfm avaﬂabmw of the Individually identifiable

Information. If You are & NHE, You shall mmpﬁxr with the HIP&A Security Rule
provisions with respect to alf Individually Identifiable Information as i suth
information were Protected Health Information and You were 3 Covered Entity or
Business Associate. You shall comply with any additional security requirements that
may be set forth in an S0P applicable to Participants and Subparticipants.

TEFCA Security Incident Reporting

ing e OPS You shall report To Upstream QP’E By
suspected TEFC& Eemraw incdent, as set forth in the apphicable SOPs) Such
report must include sufficient information Tor Upstream OPS and others
sffected to understand the nature and likely scope of the TEFCA Sscurity
Inciderit. You shall supplement the information contained in the report as
sdditional relevant information becomes svailable and cooperate with -
Upstream OPS and, at the direction of Upstream (PS, with the RCE, and with

&7
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84

“Sen ,.m,,,,m,mma%ﬁmmx

other GHINg, Participents, and Subparticipants that are likely impacted by
the TEFCA Security Incident.
822 Beporting o Subparticipants; ﬁaa shall report any TEFCA Secarity Incident
experienced by or reported to You to Your Subparticipants as required by an
applicable S0P

823 Compliance with Notification Under Applicable Law. Nothing in this Section
, 8.3 shall be deemed 1o modify or replace any breach notification.
requirements that You may have under the HIPAA Rules, the FIT Rule, or
ather Applicable Law. To the extent You are already reguired by #pplicable
Law to notify Upstream OPS or Subparticipant of an incident that would
alsobea TEFCA Security Emﬁmmﬁ this section uémm not require duplicative
natification.

it to Subparticipants. You shall make available wo Your
Subparticipants (if any} (i) security resounces and guidance mm,mmﬁwam the protection

“of Thapplicable tothe m,,zmﬁmﬂnﬁﬁmzﬁ participation in TEFCA Exchange; and {ii}

information and resounces that the RCE or Cybersecurity Council ﬂwmrmm available o
Yoz refated to promotion and enhancement E“ the security of T1 tinder the
Framework Agreements.

Ti Qutside the United States. You shall only Use T outside the United States or
Disclose T1 to any person of entity outside the United States to the extent such Use.
or Disclosure is penmitted or required by Applicable Law and the Use aq Disclosure s
conducted in conformance with the HIPAA Security Rule, mmmwavmmm of whether You
are a Coverad Entity of Busihess Associate and as set forth in an applicable OB,

Encryption. 1f You are & HHE [but not to the extent that You are a feders] agency or
any other type of entity exempted from tompliance with this Section in an
mwﬁmﬁwgm 50P), 4% must encrypt all ndividually Jdentifiable Information You
maintain, both in transit and at rest, regardless of whether such information is 11
Bequirerments for encryption %m,m, be set forth inan S0P,

9, Genersl Dblipations.

a1

Compliance with Applicable Law and the ToP. You shall comply with all Applicatile
Law and shall implement and act in accordance with any provision qm%%mn by the
ToP, including 3l applicable S0P and provisions of the OTF, when engaging inor
facilitating TEFCA Exchange. While sach S0P identifies the relevant group(s) to
which it applies, not svery requirement in an S0P or the OTF will necessarily be
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9.4

Your Responsibilit

applicable to You It is Your responsibility to determine, in consultation with

Ups:m}am 0PS, which of the 30Ps and QTF provisions are applicable to You.

for Your Subparticipants. You shall be responsible for taking
reasonable steps to confirm that all of Your Subparticipants {if any} are abiding by
the ToP, specifically including all applicable S0Ps and GTF provisions. inthe event
that You become aware of & material non-compliance by one of Your
Subparticipants, then You shall promptly notify the Subparticipant in writing. Such

‘notice shall inform the Subpsrticipant that its faflure fo correct any such deficiencies

within thirty {30} da@f; of receiving notice shall constitute a material breach of the -
ToP, which may resultin early termination of these ToP.

j iy } 3 ooy Vendors. To me extent that You
usea mﬁm-panw a:emmamgw \mﬂﬂm that will hw& BOCRSS 1o TEFCA information in
connection with Connectivity Services or TEFCH Exchal nge, You shall include ina
written agreement with each such subcontractor or agent a feqwmazm o comply
with al%i applicable provisions of these ToP anda pmm hition on engaging inany act
or omission that would cause You to violate the terms of these TaP if You had
engaged in such act or omission Yourself.

Fees Charged by OHINS, Participants, or Subparticipants. You may charge fees toan

- Initiating Node when Responding to Queries through TEFCA Exchange as defined in
- arapplicable S0P, The foregoing shall not prohibit You from charging Your

Subparticipants fees for use of Your Connectivity Services.

10. Term, Termination; aod Suspension.

L

2

Term. These ToP shall become effective upon agreement of both Parties and shall
remain ineffect until terminated by either Party. You may terminate these ToP by
nmmdmg at jeast mimr {301 days’ prior weitten notice of termination to Upstream
0Ops. Upstream OFS may terminate these ToP by groviding at least ninety {90) days’
prior wiitten notice to You. Nnmmmndmg the foregoing, in the event that

iipstream OPS's Framework Agresment is terminated, Your ToP shall be

immediately terminated.

Termination for Cause. Either Party may terminate these ToP for cause if the other
Party commits & material breach of a Framework Agreement, and fails to cure its
miaterial breach within thirty (30) days of receiving notice specifying the nature of
such breach in resscnable detail from the non-breaching Panty; provided, however,
that if Upstream OPS is difigently working to cure its material breach at the end of

“this thirty [30) day period, then You must provide Upstream QPS5 with up to another

thirty [30) days to complete s cure.

&
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13 EfectofTenmination Upon termination of these ToP, You will no fonger be able to
engage in TEFCA Bxchange facilitated by or through Upstream OPS. To the extent
Yourstore 71 such T may not be distinguishable from other information maintained

by You. When the Tl is not distinguishable from other information, it is not possible
for You to retum or destroy 71 You maintain upon termination or expirstion of these
ToP. Upon termination or expiration of these ToP, if ”mu‘am subject to Section 7 of
these Tol, such sections shall rontinge to apply 5o long as the information would be

CePHI i maintained by a Covered Entity or Business Associate. The protections.
required under the HIPAA Security Rule shall also continue to apply toall Tl that is
ePHI, regardiess of whether You are a Covered Entity or Business Assoriste. The
provisions set forth in this Section 10.3 are in addition to those suneaval provisions
et forthin Section 11.9.

104  Conflictwith Other Agrecments Between You and Upstream OFS. Notwithstanding
anything herein to the contrary, inthe event You and Upstream OPS are parties 1o
B Agreement that ;mmdes additional terms related to TEFCA Exmangﬁ and that
agresment provides for & shorter niotice period for termination, such shorter notice

- period shall control.

105  Rights to Suspend.

10.5.1 RCE's Right to Suspend Your Abilit i 1 TE!
acknowledge and agres that the RCE ha& the auﬂmn‘w 1o suspend, o direct
the Upstream OPS to suspend, any QﬂS"s ability to engage in TEFCA Exchange
IF [} thers is an alleged viciation of the respective Framework Agreement or
of Applicable Law by the respective party/parties; (i) there isa Threat
Condition; [} the RCE determines that the safety or security of any person
or the privacy or security of T and/or Confidential Information is threatened;
{iv} such suspension is in the interests of national security as directed by an
agency of the United States government; or (v} there is a situation in which
the RCE may suffer material harm and suspension is the only reasonable step
that the RCE can take 1o protect itself. You acknowledge that upon receiving
dirsction from the BCE, You will be suspended as scoon 85 practicable
provided, however, if the suspensionis b based on Subsections 0536 or
10.5 vl ora Threat Condition that resultsina copnizable threat to the
security of TEFCA Exchange or me information that the ACE r&amnabiy
believes is T1, then You will be suspended wﬁhm tiwenty-four | 24] hours of
the RCE having directed Your QHIN to effectuate the suspension, unless the
RCE specifies a longer period of time is permitted.
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“ﬁm a&n&w&eﬁg& aﬁd agree 'shart Hg}meam QPS hafs the same amm as
the RCE to suspend Your ability to engage in TEFCA Exchange, and Your
Subparticipant’s (it any) ability to engage in TEFCA Bxchange, W any of the
circumstances described in Subsections 10,51 (i} above ooour with
respert to You or any of Your Eubpam{mam&

i}

Rt

iy

Upstream OP5 may exercise such right to suspend based on its:
own determination that any of the dircumstances described in
Subsections 10.5. 1 {ij-{5i) above oocurred with respect to You or
any of Your Subparticipants.

Upstream OPS must exercise such right to suspend i directed Ei
dioso by the RCE or its Upstresm OPS based on its determination
that suspension s warmanted besed on any of the drcumstances
described in Subsections 10.5.1 {il-iv) sbove with respect to You
or gy of Your Subparticipants.

Yau amﬁmeﬂga that if Upstream OPS makes a determination
that s&rsmmn s warranted or receives dirmmn from s
Upstream OPS to suspend Your ability to engage in TEFCA
Exchange, You will be suspended as soon a5 practicable provided,
however, it the suspension is based on the droumstances
described in Subsactions 10.5.1(i} or 10.5.1{iv) or a Threat
Condition thet results in a cognizable threst to the security of
TEFCA Exchange or the information that the RCE reasonabily
believes is T1, then You will be suspended within twenty-four (24)
hours of notice of Upstream OF%'s determination or receiptof
direction from its Upstream OPS. unless Upstream OPS specifies a
longer period of time s permitted.

snsion. mm&tmnandmg the forsgoing, in the event that

L?pzstmam ﬁ?ﬂ*‘s ahility to engags in TEFCA Exchange is suspended, Your and
anyof Your Subparticipants” ability to engage in TEFCA Bxchange will be
immediately suspended.

10.5.4 Suspension Rights Granted to You Related to Your Subparticipants. i You
“have Subparticipants, You acknowledge and agree that You have the same
respornsibility and suthority o suspend Your Subparticipant’s ability to
engage in TEFCA Exchange ifany of the droumstantes described in
Subsections 10.5.1 i)} above occur with respect to any of Your B ;
Subparticiparnts. 1f You make 3 determination to suspend, You are required

71
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to promptiy notify Upstream OPS of Your dedsion and the reasonis) for
miaking the decision. I any of Your Subparticipants notify You of their
decision to suspend exchange with their Subparticipsntis), You must notify
Upstream 0OPS of such decision. )

# You may exercise such right to suspend based on Your own
determination that any of the drcumstances described in
Subsections 10.5.1 ({-{ili} above occurred with respect to any of
Your Subparticipants.

iR} You must sxercse such right to susperad i directed to doso, by
the BCE or Upstream GPS based on the BCE's determination that
suspension is waranted based o any of the dircumstances
d&ﬂ:ﬁh&d in Euhsmmns 10 5.4 (i} atmve with respect toany of
Yioar ! Subpammgan‘tz

{iiiy  You must effecruate such suspension of Your Subparticipant as
soon a5 practicable provided, however, if the suspension is hased
on the drcumstances described in Subsections 10510 or
105 1iv)or s Threat Condition that results in @ cognizable threat
tothe aemnw of TEFCA Exchange or the information that the RCE
reasorably believes is T, then it must be effectusted within
twenty-four {24) hours of the triggering event, unless a longer
period of time & permitted. For purposes of this subsection, the
triggering vent is Your determination to suspend, Your receipt of
direction from your Upstream OF3 to suspend, or the RCE having
directed Your OHIN to effectuate the suspension.

10.5.5 Selective Suspension. . You may, in good faith and to the extent permitted by
Applicable Law, determine that You must suspend exchanging with a QHIN,
Participant, or Subparticipant with which You are stherwise required o
exchange in accordance with an SQP because of reamnama and legitimate
concems related o the privacy, security, accuracy, or guality of information
that is exchanged. I You make this determination, You are required to
promptly notify Upstream QPS5 of Your decision and the raamnﬁﬁ} for making
the decision. If anyof Your Stbparticipants notify You of their decision to
suspend exchange with a QHIN, Farticipant, or Subparticipant, You must
notify Upstream OPS of stch dedsion.. You acknowledze that You may be
required to engage in & process facllitated by the BCE to resolve whatever
issues led to the dedsion to suspend.. Provided that You selectively suspend
exchanging with another QHIN, Participant, or Subparticipant in accordance
with this section and in accordance with A;}:lpﬁﬁmmg Law, such selective

72
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suspension shall not be deemed a Wolation of Section 2.2 of these ToP.

11 Comtract Administration.

111

11z

113

114

115

116

117

i1k

Buthority 1o Asree. You warmant and represent that You have the full power and
authority to enter into these ToP.

fssignment. None of these ToP can be wransferred by either Party, including
whether by assignment, menger, other operation of law, change of control {Le., sale
of substantiaiy all of the assets of the Party] of the Party or otherwise, without the
prior written approvel of the other Party. ‘

Severability. If any provision of these ToP shall be adjudged by any court of
competent jurisdiction 1o be unenforceable or invalid, that provision shall be strugk
from the ToP, and the remaining provisions of these ToP shall rermiain in full force
and effect and enforceable.

Captions. Captions am&aﬁﬁg in these ToP are for convenience mh: and shall not be
deemed to explain, limit, or amplify the provisions of these ToP.

independent Parties. Nothing contained in these ToF shall be deemed or construed

‘@5 creating & jpint venture of partnership between Upstream OFS and You.

Acts of Contractors and Agents. Tothe fxrent that the acls or omissions of a Party’s
agent{s) or contractor(s], or their suhmmmcteﬁs}} resul in mat Fany‘s breach of
and iuamiﬁy under these ToP, said breach shall be deemed 1o be & breach by that
Pasrw.

Walver: The failure of Exmar Farty to-enforce, at any hme any ;}mvm{m of these
ToP shall not be construed to be a waiver of such provision, nor shall it in any way
affect the validity of these ToP orany part hereof or the right of such Pa Ty
thereafter to enforce each and every such provision. No waiver of any breach of
these ToP shall be held to constitute a waiver of any other or subseguent breach,
nor shall any delay by either Party to-exercise any right undee these ToP operate as a
waiver of amy such right.

Priority. In the event of any conflict or inconsistency between any other agreement
that You and Upstream (PS5 enter into with respect to TEFCA Exchange, Applicable
Law, & provision of these ToP, the OTF, an 50P, and/or any implensentation plars,
guidance documents, or other materials or documentation the RCE makes available
o GHINs, Partidpants, sndfor Subparticipants regarding the operations or activities
conducted under the Frammk Agresments, the following shall be the order of
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precedence for these ToP 1o the extent of such conflict or inconsistency: {1}
Applicable Law: [2)these ToP: {3) the OTF; 4 the 50Ps; {5) all other attachiments,
exhibits, and artifacts incorporated herein by reference;: {5) other RCE plans,
docurmnents, o materials made available regarding activities conducted under the
Framework Agreements; and {7) any other agreement that Youand Upstream OPS
enter into with respect 1o TEFCA Exchange.

119  Swvival The foliowing sections of these ToP shall survive expiration or termination
of these ToP 25 more specifically provided below:

(il Section 3, Confidentiality and Accountability shall survive for a period of six
{6} years following the expiration or termination of these ToP,

(i} Section 6.4, Survival for IAS Providers, to the extent that You are an 1AS.
Provider, shall survive Tollowing the expiration or termination of these ToP
for the respective time periods set forth in Section ..

iy Section 7, Privacy, to the extent that You are subject to Section 7, said
Section shall survive the expiration or termination of these ToPso long as the
information maintained by You wouﬁﬂ be ePHI i maintained by 3 Coversd
Entity or Busmess Agﬁmate.

o Settsun .1 Security Controls, and Section B.5, Encryption, to the extent that
Youare suhjem to Sections 8.1 and 85, said Sectionor Sections shall survive
the expiration er termination of these ToP for so fong as the information
maintained by You would Be ePH! if maintained by a Covered Entity or
Business Assoriate regardiess of whether You are a8 Covered Entity or
Business Associate.

Wl The requirements of Section 8.2, TEFCA Security Incidents Reporting, shall

survive for a period of six {6) years following the expiration or termination of
these ToP.
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DEPARTMENT OF HEALTH AND
HUMAN SERVICES

Final HHS National Environmental
Policy Act Compliance Procedures to
Incorporate Federal Flood Risk
Management Standard Procedures

AGENCY: Assistant Secretary for
Administration, Department of Health
and Human Services (HHS).

ACTION: Notice; final procedures.

SUMMARY: In accordance with Executive
Order 13690 of January 30, 2015—
Establishing a Federal Flood Risk
Management Standard and Process for

Soliciting and Considering Stakeholder
Input, HHS is publishing its final
floodplain management procedures to
include climate science if an action
takes place in a floodplain.

DATES: The final procedures are in effect
on the May 1, 2024.

FOR FURTHER INFORMATION CONTACT:
CAPT Leo Angelo Gumapas,
Environmental Engineering Program
Chief, at 202-669-6942 or by email at
leoangelo.gumapas@psc.hhs.gov, for
clarification of content.

SUPPLEMENTARY INFORMATION:


mailto:leoangelo.gumapas@psc.hhs.gov
http://www.HealthIT.gov/TEFCA
http://www.HealthIT.gov/TEFCA
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